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Curriculum Excerpts:

Secure Development and Testing Handbook:
Security Testing

Enterprise Security has two key objectives:

•Insure Productivity
•Timely, correct, appropriate information

•High availability (avoid interruptions)

•Manage Liability
•Reduce Risk to acceptable levels

Testing is used to provide grounds for confidence that the stated Security Objectives are achieved. 

Typically, key organizational Security Objectives are:

· Security controls allow authorized users access to and manipulation of enterprise resources to the exact levels specified by management.

· Security controls prohibit unauthorized access to or manipulation of enterprise resources. 

· Known and anticipated risks to vulnerabilities representing significant corporate liability are identified and managed.
Beyond Role Based Access Control, how much more security testing is needed?

1. If robust, systematic fault testing can be proved, then Security Testing during the System Test Phase can be limited to those security functions described in articulated Requirements.

2. If robust, systematic fault testing cannot be proved, then remedial fault testing should take place. 

What security areas are covered?

The primary areas of test inquiry will be:

1. Application level parameter validation

2. Application level error handling and messaging
3. System level fault management

4. Presentation Level access control enforcement 

5. Session/Transport Level:

a.  account and session management 

b. cryptography 

1. System Level: administrative controls and processes
2. Physical Level: component hardening
3. Organizational level: compliance and supporting processes
Typically, where and when will security testing take place?
· During infrastructure smoke testing in each cycle

· During System Testing, provided tests are non-invasive

· During off hours, provided resources are available and System Tests and data are not corrupted.

Example Checklist for Security Operational Readiness
Security Authentication model

· Identification, Authentication and Authorization

ie.Verify the process for adding, changing or deleting vendor access id/password 

ie.Verify the process for resetting password lockouts.

System Management Readiness 
· Security Alerts and Monitoring (ie. in the event of elevated privileges)
· Queue control processing  
· On Call Procedures

· Security Audits schedule and results
· Application software failures and recovery process 

Ie. Verify application critical fault recovery without interrupting the other applications operating on the platform (such as anti-virus software) 

· Hardware failures and recovery process

· System software failures and recovery process

Ie. Verify the system requires administrator privileges for reboot. 
· Network failures and recovery process

· Printer and other Peripherals

· Change Management Readiness

· Application code migration processes

ie. Verify secure channel transport of vendor updates

· Hardware upgrade migration processes

· System software migration processes

ie. Verify the upgrade evaluation process includes verifying that new or changed software meets and supports Enterprise security standards

· Emergency migration processes 

· Backup and Recovery Readiness

· Data backup and recovery

· Transaction logs and Application Code backup and recovery

ie. Verify the process for secure handling, storage and preservation of logs by appropriately authorized operations personnel (tape backup process).
· Data integrity validation process

· Secure data destruction

Problem Management Readiness

· Identification process

· Notification process

· Correction process

· Tracking process

· Reporting process

ie. Verify the process for providing periodic reports to business owners for the review of security roles and elevated security privileges connected to the application 

· Escalation process

· Communication process

· Transaction process

Customer Support Readiness

· Customer Support process and tool sets

ie. Verify the Helpdesk processes for investigating a potential security breach reported by a patient

· Problem Management process

· Identification processes

· Customer Service Enhancement Request process

ie. Verify the process by which enhancement requests will be evaluated against enterprise security standards.

Service Level Readiness

· Service Level monitoring & reporting process

ie. Verify security support obligations (if any) embodied in the SLA with the vendor.
· Intrusion Detection and Response

ie. Verify the process for blocking calling numbers deemed potential intrusion attempts.

ie. Verify the intrusion response process in the event a security breach is confirmed.

Typical Quiz Question from 
Development and Testing Handbook:

The purpose of threat modeling is:

1. To find holes in the firewall that could be exploited

2. To evaluate the applicability of security policy

3. To evaluate the security of the application end to end

4. To identify breach opportunities in the application

Answer: 3- To evaluate the security of the application end to end

Threat modeling embodies the other options. It evaluates the product end to end, looking for breach opportunities both inside and outside the organization, using security policy and breach history as the guide.

Typical Quiz Question from the 
Project Management Handbook:

Which Life Cycle activity should be performed first:

1. Feasibility study

2. Budgeting

3. Determining Security Objectives

4. Identifying Resources

Answer: 3- Determining Security Objectives

Determining Security Objectives should be top priority in any project. Prevailing organizational security policies and procedures should embody the level of security risk the organization is willing to accept. If the Security Objectives determined for the project do not align with organizational security objectives, the system is not feasible. The results for determining the security objectives will be incorporated into the feasibility study that justifies budgeting and resources.  

Typical Quiz question from the 
Operations and Support Handbook:

Which activity is the most important:

1. Incremental Backup of data

2. Random Testing of backup media

3. Full backups of sensitive data

4. Periodic Restoration of data

Answer: 4- Periodic Restoration of data

Only testing the integrity of backups through a periodic restoration process will reveal any problems with the integrity of the data as well as the backup process or backup media. Random testing of backup media cannot account for data integrity problems. Whether full or incremental backups are used is irrelevant.

Typical Quiz Question from the 
Business and IT Management Handbook:
A line worker has reported that they believe they have inadvertently introduced a virus to the network through their lap top. The most appropriate response should be:


1. Give a bonus for coming forward

2. Confiscate their machine immediately and turn it over to the security operation team for analysis.

3. Check security policies and procedures before taking action of any kind.

4. Schedule them for a refresher in security awareness training.

Answer: 2-Confiscate the lap top.

Your immediate response should be to minimize potential damage to the organization. Confiscating the laptop insures that forensic evidence is not inadvertently destroyed. This evidence can save thousands of dollars in analysis time by the operations group and can head off potential damage elsewhere in the organization. How you deal with the worker is secondary and should be guided by prevailing policies and procedures, only after the breach is secured. It is never prudent--except perhaps with a repeat offender—to reprimand workers who act responsibly and report their part in a potential security incident. 
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