Letter to CSQA Candidate

Dear CSQA Candidate:

Thank you for your interest in the Certified Software Quality Analyst (CSQA) Program. This
Preparation Guide for the CSQA Examination and Common Body of Knowledge (CBOK) were
designed to assist you in preparing for the CSQA examination. It contains several sections of
background material you should use to place the CSQA program into perspective against your
professional experience and career path to date. Review this material carefully in order to properly
identify areas for additional reading, review, and study.

The CSQA Certification Board updates the CSQA CBOK approximately every three years. This
study guide is based on the 2006 CSQA CBOK. Thus, you can be assured that if you become
competent in this material, you will be well prepared for today’s software quality challenges.

If you have extensive experience in software quality within IT, the examination should not be
difficult for you. If your experience is minimal, or is limited to only certain areas of quality
management, you should seek additional study materials beyond those included in this guide.
Unless you have had extensive exposure to quality management principles, testing, and a broad
array of job responsibilities within IT, you are very unlikely to pass the CSQA examination after
studying only this guide. | urge you to read this guide carefully. It will be of great help in your
preparation. The examination also presumes that you have had a broad exposure to quality
practices and have reviewed and read current literature available on software quality and testing.

I am sure you already know the CSQA designation is quickly becoming the standard for IT
software quality professionals around the world. Many companies are requiring certification for
hiring or advancement. There are over 30,000 IT professionals holding CSQA certification
throughout the Americas, Europe, and the Pacific Basin.

Best wishes in preparing for, and taking, the examination. After you have reviewed this study
guide, if you still have questions concerning the CSQA designation, or this program, please feel
free to contact the software certification organization at www.softwarecertifications.org.

Sincerely,

William E. Perry, CSQA, CSTE
CEO
Quality Assurance Institute
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Introduction to the
CSQA Program

he Certified Software Quality Analyst (CSQA) program was developed by leading
software quality professionals as a means of recognizing software quality analysts who

demonstrate a predefined level of quality assurance competency. The CSQA program is

directed by an independent Certification Board and administered by the Quality Assurance
Institute (QAI). The program was developed to provide value to the profession, the individual, the
employer, and co-workers.

The CSQA certification entails an aggressive educational program that tests the level of
competence in the principles and practices of quality assurance and control in the Information
Technology (IT) profession. These principles and practices are defined by the Certification Board
as the Common Body of Knowledge (CBOK). The Certification Board will periodically update the
CBOK to reflect changing software quality assurance and control, as well as changes in computer
technology. These updates should occur approximately every three years.

Software Certification Overview 2
Meeting the CSQA Qualifications 7
Arranging to Sit and Take the Examination 14
How to Maintain Competency and Improve Value 16

Be sure to check the Software Certifications web site for up-to-date
information on the CSQA program and examination sites and schedules,
and What's New:
www.softwarecertifications.org

Using this product does not constitute, nor imply, the successful passing of the
CSQA certification examination.
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Software Certification Overview

Software Certification is recognized worldwide as the standard for IT quality assurance
professionals. Certification is a big step; a big decision. Certification identifies an individual as a
quality assurance leader and earns the candidate the respect of colleagues and managers. It is
formal acknowledgement that the IT recipient has an overall understanding of the disciplines and
skills represented in a comprehensive Common Body of Knowledge (CBOK) for a respective
software discipline.

The CSQA program demonstrates the following objectives to establish standards for initial
qualification and continuing improvement of professional competence. This certification program
helps to:

1.

Define the tasks (skill categories) associated with software quality assurance duties in
order to evaluate skill mastery.

Demonstrate an individual’s willingness to improve professionally.
Acknowledge attainment of an acceptable standard of professional competency.
Aid organizations in selecting and promoting qualified individuals.

Motivate personnel having software quality assurance responsibilities to maintain their
professional competency.

Assist individuals in improving and enhancing their organization’s software quality
programs (i.e., provide a mechanism to lead a professional).

In addition to CSQA, Software Certifications also offer the following software certifications. See
“How to Maintain Competency and Improve Value” on page 16 for more information on the
certifications for advanced and master levels.

Software Quality Analysts

A Advanced Software Quality Analyst (ASQA)
A Master Software Quality Analyst (MSQA)

Software Testers

A Certified Software Tester (CSTE)
A Advanced Software Tester (ASTE)
A Master Software Tester (MSTE)

Software Project Manager

A Certified Software Project Manager (CSPM)
A Advanced Software Project Manager (ASPM)
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A Master Software Project Manager (MSPM)

One or more of these certifications is frequently a prerequisite for promotion or acquiring a new
position. See www.gaiworldwide.org and www.softwarecertifications.org for detailed information
on all software certifications available including:

Preparation Courses

Examination Schedules

Conferences and Seminars

A In-house Training Courses
Contact Us

Software Certifications
Phone: (407)-472-8100
Fax: (407)-363-1112
CSQA questions? E-mail: certcsqa@softwarecertifications.org

Program History

QA was established in 1980 as a professional association formed to represent the software quality
assurance industry. The first certification began development in 1985 and the first formal
examination process was launched in 1990. Today, Software Certifications, administered by QAI,
is global. Since its inception, Software Certifications has certified over 20,000 IT professionals in
Australia, Barbados, Belgium, Bermuda, Brazil, Canada, China, Egypt, Hong Kong, India, Israel,
Korea, Mexico, New Zealand, Puerto Rico, Saudi Arabia, Singapore, South Africa, United
Kingdom, United Arab Emirates, and the United States.

Why Become Certified?

As the IT industry becomes more competitive, management must be able to distinguish
professional and skilled individuals in the field when hiring. Certification demonstrates a level of
understanding in carrying out software testing principles and practices that management can
depend upon.

Acquiring the designation of CSQA indicates a professional level of competence in software
quality assurance. CSQAs become members of a recognized professional group and receive
recognition for their competence by businesses and professional associates, potentially more rapid
career advancement, and greater acceptance in the role as advisor to management.

Benefits of Becoming a CSQA

As stated above, the CSQA program was developed to provide value to the profession, the
individual, the employer, and co-workers. The following information is data collected from CSQAs
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in the IT industry — a real testimonial to the benefits and reasons to make the effort to become a
CSQA.

Value Provided to the Profession

Software quality assurance is often viewed as a software project task, even though many
individuals are full-time quality assurance professionals. The CSQA program was designed to
recognize software quality assurance professionals by providing:

A Common Body of Knowledge (CBOK)

The Certification Board defines the skills upon which the software quality assurance
certification is based. The current CBOK includes 10 skill categories fully described in
this preparation guide — see Skill Category 1 through Skill Category 10.

A Examination Process to Evaluate Competency

The successful candidate must pass a four-part examination that is based on the CBOK.
You must receive a grade of 75%, or greater on each part. Only 31% of the pre-
qualified applicants pass the examination the first time, making this a prestigious
certification to obtain. See “How to Take the CSQA Examination” for a sample
examination and answers to help you prepare for the actual examination.

A Code of Ethics

The successful candidate must agree to abide by a professional Code of Ethics as
specified by the Certification Board. See “Code of Ethics” on page 9 for an explanation
of the ethical behaviors expected of all certified professionals.

Value Provided to the Individual
The individual obtaining the CSQA certification receives the following values:

A Recognition by Peers of Personal Desire to Improve

Approximately, eighty percent (80%) of all CSQAs stated that a personal desire for self-
improvement and peer recognition was the main reason for obtaining the CSQA certification.
Fifteen percent (15%) were required by their employer to sit for the examination, and 10%
were preparing themselves for an improved quality-related position.

Many CSQAs indicated that while their employer did not require CSQA certification, it was
strongly encouraged.

A Increased Confidence in Personal Capabilities

Eighty-five percent (85%) of the CSQAs stated that passing the examination increased their
confidence to perform their job more effectively. Much of that confidence came from studying
for the examination.
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A Recognition by IT Management for Professional Achievement

Most CSQAs stated that their management greatly respects those who put forth the personal
effort needed for self-improvement. IT organizations recognize and reward individuals in the
following ways:

A Thirteen percent (13%) received an immediate average one-time bonus of $610,
with a range of $250 to $2,500.

A Twelve percent (12%) received an immediate average salary increase of 10%, with
a range of 2% to 50%.

Non-monetary recognitions were:

A Thirty-six percent (36%) were recognized in staff meetings.
A Twenty percent (20%) in newsletters or email.
A Many received rewards, management visits or calls, and lunch with the boss.
Within the first 18 months after receipt of the CSQA certification, of the successful candidates:

A Twenty-seven percent (27%) received an average salary increase of 23%, with a
range of 2% to 100%.

A Twenty-three percent (23%) were promoted, 25% received a better assignment and
13% a new assignment.

Value Provided to the Employer

With the need for increased software quality and reliability, employing CSQASs provides value in
these ways:
Increased Confidence by IT Users and Customers

IT users and customers expressed confidence in IT to effectively build or acquire software
when certified quality assurance practitioners were involved.

Improved Processes to Build/Acquire/Maintain, Operate and Measure Software

CSQAs use their knowledge and skills to continuously improve the IT work processes.
CSQAs know what to measure, how to measure it, and then prepare an analysis to aid in the
decision-making process.

Independent Assessment of Quality Assurance Competencies

The CSQA program is directed by a Certification Board of independent quality assurance
experts. Through examination and recertification, they provide an independent assessment of
the CSQA’s quality assurance competencies, based on a continuously strengthening Common
Body of Knowledge for quality assurance practitioners.

Quality Assurance Competencies Maintained Through Recertification

Yesterday’s quality assurance competencies are inadequate for today’s challenges. CSQA
recertification is a process that helps assure the CSQA’s skills remain current. The
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recertification process requires CSQAS to obtain 40 hours of quality assurance related training
per year in topics specified by the Certification Board.

From an IT director’s perspective, this is employee-initiated quality assurance training. Most, if
not all CSQAs, do this training during their personal time. IT organizations gain three benefits
from CSQA recertification: 1) employees initiate improvement; 2) quality assurance
practitioners obtain competencies in quality assurance methods and techniques; and 3)
employees train during personal time.

Value Provided to Co-Workers

The drive for self-improvement is a special trait that manifests itself in providing these values to
co-workers:
Mentoring the Testing Staff

Forty-five percent (45%) of the CSQAs mentor their testing colleagues by conducting training
classes; encouraging staff to become certified; and acting as a resource to the staff on sources of
IT quality related information.

Testing Resource to “IT” Staff

CSQAs are recognized as experts in quality assurance and are used heavily for advice,
counseling, and for recommendations on software construction and testing.

Role Model for Quality Assurance Practitioners
CSQAs are the IT role models for individuals with quality responsibilities to become more
effective in performing their job responsibilities.

How to Improve Quality Assurance Effectiveness Through CSQA Certification

A “driver” for improved IT effectiveness is the integration of the CSQA certification program in
your “IT” career development plan. This can be accomplished by:

A Creating an awareness of the CSQA Program and its benefits to your quality
assurance practitioners.
Requiring or encouraging your quality assurance practitioners to become certified.
Recognizing and rewarding successful candidates.
Supporting recertification as a means of maintaining quality assurance competency.

QA as CSQA program administrators, will assist you in this effort.
See www.gaiworldwide.org for detailed information.
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Meeting the CSQA Qualifications

To become certified as a Certified Software Quality Analyst, every candidate must first meet these
qualifications:

1. Satisfy all of the prerequisites required prior to applying for candidacy — educational
and professional prerequisites including non-U.S. prerequisites, recommendations for
preparing for the examination, and understanding what will be expected once you are a
CSQA.

2. Subscribe to the Code of Ethics as described on page 9.
3. Submit a Character Reference as described on page 11.

4. Submit a completed Certification Candidacy Application. See “Submitting the Initial
Application” on page 12 for information on all the materials needed to submit your
application.

Prerequisites for Candidacy

Before you submit your application, first check that you satisfy the educational and professional
prerequisites described below and understand what is expected of the CSQA after certification.

Educational and Professional Prerequisites
To qualify for candidacy, each applicant must meet one of three credentials:
1. A bachelor's degree from an accredited college-level institution.
2. Anassociate degree and two years of experience in the information services field.
OR
3. Six years of experience in the information services field.
Non-U.S. Prerequisites

Educational requirements for Software Certifications are stated following the terms, customs, and
requirements typically encountered in the United States. However, authority has been given to
specific organizations sponsoring the examination process outside the United States to examine and
modify educational and experience criteria within their countries. Each country's criteria will be
based on the following framework:

A Candidates should possess qualifications equal to other professionals of similar status.

A Candidates should possess the superior knowledge and skills needed to carry out all
designated responsibilities in a preeminent manner.
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A Candidates’ education and experience must be broadly based to meet a wide range of
responsibilities and expectations.

A Successful candidates must be able to execute suitable quality assurance principles and
practices in an array of diverse assignments and clearly communicate appropriate
conclusions and recommendations.

Note: When submitting academic qualifications, the candidate must ensure that the materials are in
sufficient detail so that the Software Certifications Board can determine equivalency. The Board is
the final judge of acceptability of any alternative educational or experience-based criteria submitted
by any applicant.

Expectations of the CSQA

Knowledge within a profession doesn't stand still. Having passed the CSQA examination, a
certificant has demonstrated knowledge of the designation's CBOK at the point in time of the
examination. In order to stay current in the field as knowledge and techniques mature, the
certificant must be actively engaged in professional practice, and seek opportunities to stay aware
of, and learn, emerging practices.

The CSQA is required to submit 120 credit hours of Continuing Professional Education
(CPE) every three years to maintain certification or take an examination for recertification.
Any special exceptions to the CPE requirements are to be directed to the Certification Director.
Certified professionals are generally expected to:

Attend professional conferences to stay aware of activities and trends in the profession.

Take education and training courses to continually update skills and competencies.

Develop and offer training to share knowledge and skills with other professionals and the
public.

Publish information in order to disseminate personal, project, and research experiences.

Participate in the profession through active committee memberships and formal special
interest groups.

The CSQA is expected not only to possess the skills required to pass the CSQA examination but
also to be a change agent: someone who can change the culture and work habits of individuals (or
someone who can act in an advisory position to upper management) to make quality in software
quality assurance happen.

Professional Skill Proficiency Responsibilities
In preparing yourself for the profession of IT software quality assurance and to become more
effective in your current job, you need to become aware of the three C’s of today's workplace:

A Change — The speed of change in technology and in the way work is performed is
accelerating. Without continuous skill improvement, you will become obsolete in the
marketplace.
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A Complexity — Information technology is becoming more complex, not less complex. Thus,
achieving quality, with regard to software quality assurance in the information technology
environment, will become more complex. You must update your skill proficiency in order
to deal with this increased complexity.

A Competition — The ability to demonstrate mastery of multiple skills makes you a more
desirable candidate for any professional position. While hard work does not guarantee you
success, few, if any, achieve success without hard work. CSQA certification is one form of
achievement. CSQA certification is proof that you’ve mastered a basic skill set recognized
worldwide in the information technology arena.

Develop a Lifetime Learning Habit

Become a lifelong learner in order to perform your current job effectively and remain marketable in
an era of the three C’s. You cannot rely on your current knowledge to meet tomorrow's job
demands. The responsibility for success lies within your own control.

Perhaps the most important single thing you can do to improve yourself professionally
and personally is to develop a lifetime learning habit.
REMEMBER: If it is going to be—it’s up to me.

Code of Ethics

An applicant for certification must subscribe to the following Code of Ethics that outlines the
ethical behaviors expected of all certified professionals. Software Certifications includes processes
and procedures for monitoring certificant’s adherence to these policies. Failure to adhere to the
requirements of the Code is grounds for decertification of the individual by the Software
Certifications Board.

Purpose

A distinguishing mark of a profession is acceptance by its members of responsibility to the interests
of those it serves. Those certified must maintain high standards of conduct in order to effectively
discharge their responsibility.

Responsibility

This Code of Ethics is applicable to all certified by Software Certifications. Acceptance of any
certification designation is a voluntary action. By acceptance, those certified assume an obligation
of self-discipline beyond the requirements of laws and regulations.

The standards of conduct set forth in this Code of Ethics provide basic principles in the practice of
information services quality assurance. Those certified should realize that their individual judgment
is required in the application of these principles.
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Those certified shall use their respective designations with discretion and in a dignified manner,
fully aware of what the designation denotes. The designation shall also be used in a manner
consistent with all statutory requirements.

Those certified who are judged by the Software Certifications Board to be in violation of the
standards of conduct of the Code of Ethics shall be subject to forfeiture of their designation.

Professional Code of Conduct
Software Certifications certificate holders shall:

1. Exercise honesty, objectivity, and diligence in the performance of their duties and
responsibilities.

2. Exhibit loyalty in all matters pertaining to the affairs of their organization or to
whomever they may be rendering a service. However, they shall not knowingly be
party to any illegal or improper activity.

3. Not engage in acts or activities that are discreditable to the profession of information
services quality assurance or their organization.

4. Refrain from entering any activity that may be in conflict with the interest of their
organization or would prejudice their ability to carry out objectively their duties and
responsibilities.

5. Not accept anything of value from an employee, client, customer, supplier, or business
associate of their organization that would impair, or be presumed to impair, their
professional judgment and integrity.

6. Undertake only those services that they can reasonably expect to complete with
professional competence.

7. Be prudent in the use of information acquired in the course of their duties. They shall
not use confidential information for any personal gain nor in any manner that would be
contrary to law or detrimental to the welfare of their organization.

8. Reveal all material facts known to them that, if not revealed, could either distort reports
of operation under review or conceal unlawful practices.

9. Continually strive for improvement in their proficiency, and in the effectiveness and
quality of their service.

10. In the practice of their profession, shall be ever mindful of their obligation to maintain
the high standards of competence, morality, and dignity promulgated by this Code of
Ethics.

11. Maintain and improve their professional competency through continuing education.

10
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12. Cooperate in the development and interchange of knowledge for mutual professional
benefit.

13. Maintain high personal standards of moral responsibility, character, and business
integrity.

Grounds for Decertification

Revocation of a certification, or decertification, results from a certificant failing to reasonably
adhere to the policies and procedures of Software Certifications as defined by the Software
Certifications Board. The Board may revoke certification for the following reasons:

Falsifying information on the initial application and/or a CPE reporting form,
Failure to abide by and support the Software Certifications Code of Ethics,

Failure to submit the required continuing education credits toward recertification as
required, or

A Failure to submit the required recertification fees as required.

Upon revocation, the certificant is requested to return their current certification credentials. A
certificant may appeal a revocation at any time by communicating, in writing, directly with the
Board.

Character Reference

By signing and submitting the application for candidacy, the applicant is committing to uphold and
abide by the Software Certifications Code of Ethics, to maintain high standards of professional
conduct, and to effectively discharge the responsibility bestowed upon the holder of a certification.
To help ensure the reasonableness and appropriateness of such a commitment, applicants for
CSQA certification must submit a character reference attesting the level of competence and
professionalism of the applicant.

The CSQA application must be accompanied by a personal reference, completed by an individual
who fulfills three criteria. The person recommending the candidate must:

Have known the candidate for a period of no less than six months;

Be the supervisor or professor of the candidate, a Certified Software Quality Analyst, or the
customer of the candidate if the candidate is self-employed; and

A Possess the knowledge of the candidate's work practices as related to the Software
Certifications Code of Ethics.

The character reference must be submitted on the Candidate Character Reference Form. It should
be completed by an appropriate referent and submitted along with the initial application. The
applicant may enclose the reference with their application, or have the referent send it directly to
the QAI Certification Program. However, be advised, applications received by the Program are not
processed until the Character Reference has been received.
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Submitting the Initial Application

A completed Certification Candidacy Application must be submitted for entrance to Software
Certifications as a candidate for any particular certification. Software Certifications strongly
recommends that you submit your application only if you are prepared to sit and pass the CSQA
examination. Submit the application only if you have:
A Satisfied all of the prerequisites for candidacy as stated on page 7.
A Subscribed to the Code of Ethics as described on page 9.
A Obtained a solid Character Reference as described on page 11.
A Reviewed the CBOK and identified those areas that require additional studying.
The entire CBOK is provided in Skill Category 1 through Skill Category 10. A comprehensive list
of related references is listed in Appendix B.
Current experience in the field covered by the certification designation.
Significant experience and breadth to have mastered the basics of the entire CBOK.

Prepared to take the required examination and therefore ready to schedule and take
the examination.

It should not be submitted by individuals who:

Have not met all of the requirements stated above.

Are not yet working in the field but who have an interest in obtaining employment
in the field.

A Are working in limited areas of the field but would like to expand their work roles
to include broader responsibilities.

A Are working in IT but have only marginal involvement or duties related to the
certification.

A Are interested in determining if this certification program will be of interest to
them.

Candidates for certification who rely on only limited experience, or upon too few or specific study
materials, typically do not successfully obtain certification. Many drop out without ever taking the
examination. Fees in this program are nonrefundable. Do not apply unless you feel confident that
your work activities and past experience have prepared you for the examination process.

Applicants already holding a certification from Software Certifications must still submit a new
application when deciding to pursue an additional certification. For example, an applicant already
holding a CSTE or CSPM certification must still complete the application process if pursuing the
CSQA certification.

All supporting application forms, references, supporting documents and required fees must be filed
with the Director of Certification at least 60 calendar days prior to any examination date selected.
The candidate must sign the application form agreeing to support and abide by the Software
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Certifications Code of Ethics. Applications will not be processed if they are incomplete, incorrectly
completed, or fees have not been paid. See www.softwarecertifications.org for application fee
information. The candidate has sole responsibility to ensure that materials are submitted in a timely
and orderly manner.

When sending an application, please allow two weeks for processing. There is no need to contact
the administrative office during this period to check on the status of the application. In fact, to
protect the integrity of the examination and certification processes, all correspondence related to
certification policies and procedures must be in writing, using e-mail, fax, or first-class postal
service. Information and status obtained through telephone conversations with the administering
body shall be considered unofficial and off-the-record.

Correcting Application Errors

The accuracy and correctness of applications, documentation, or payments are the responsibility of
the applicant. Incomplete or erroneous paperwork is returned to the applicant for correction and
resubmission. Common defects requiring paperwork to be returned to the applicant include:
Required information is missing.

Incorrect form was used.

Payment is missing or invalid.

Unable to read required portions of application.

Required signature is not present.

Character Reference missing or not received in time.
A Application received too late to be processed for selected examination.

Once corrected, materials can be resubmitted. This correction cycle does not waive the requirement
that all processing be completed at Software Certifications at least 60 days before any scheduled
examination. Applicants are strongly advised to not delay submission of materials until close to that
deadline.

Submitting Application Changes

It is critical that candidates submit changes to their candidacy application and keep their program
records up to date. Many candidates change their residence or job situations during their
certification candidacy. Others change their name as a result of marriage or divorce. If any such
changes occur, it is the candidate's responsibility to notify the certification administrator using the
Change of Records Form.

Application-Examination Eligibility Requirements

The candidate must take the initial exam within 12 months after acceptance. After the 12-
month period, the candidate must resubmit the application, supporting documents, and any
additional fees that may have been incurred. A second or third sitting, if required, must be
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completed within 24 months of acceptance of the original application. After the 24-month
period, the candidate must reapply for candidacy to begin the process again.

The candidate may withdraw from the CSQA program at any time by submitting a Candidate
Withdrawal Form to the certification administrator.

Candidates for certification must pass a four-part written examination in order to obtain
certification. The examination tests the candidate’s knowledge and practice of the competency areas
defined in the CBOK. Candidates who do not successfully pass the examination may resit for
the examination up to two times by submitting an Examination Retake Application (see Filing a
Retake Application below) and paying all required fees. Subsequent additional examination efforts
require reinitiating the entire application process.

The Software Certifications Board requires unsuccessful candidates to wait six months or
more between examination sittings. Candidates who rapidly resit for examination parts are rarely
successful. Adequate study and learning time needs to be spent in order to resit for missed
examination parts successfully.

Technical knowledge becomes obsolete quickly; therefore the board has established these
eligibility guidelines. The goal is to test on a consistent and comparable knowledge base
worldwide. The eligibility requirements have been developed to encourage candidates to prepare
and pass all portions of the examination in the shortest time possible.

Filing a Retake Application

Candidates who have taken the examination but not passed are eligible to resit for the examination
on up to two subsequent examination dates. Candidates must wait at least six months between
examination sittings. Candidates who rapidly resit for examination parts are rarely successful.
Adequate study and learning time needs to be spent in order to resit for missed examination parts
successfully.

A written Examination Retake Application must be submitted for each desired retake. As with the
initial application, the application to reschedule and associated fees must be filed with the Director
of Certification at least 60 calendar days before any examination date is selected. See
www.softwarecertifications.org for application fee information.

Arranging to Sit and Take the Examination

When you have met all of the prerequisites as described above, you are ready to arrange to sit (or
schedule) and take the CSQA examination. See “How to Take the CSQA Examination” for
information on what you need to do once you have scheduled the examination. This section also
includes an example test with answers.
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To schedule the CSQA examination, every candidate must:

A Satisfy all of the qualifications as described in “Meeting the CSQA Qualifications” starting
on page 7. Be certain that you are prepared and have studied the CBOK, the vocabulary in
Appendix A, and the references in Appendix B.

A Schedule to take the examination. If you've studied enough that you feel you can commit to
a specific examination date, visit www.softwarecertifications.org for dates or call Software
Certifications. CSQA examinations are administered in various cities in the United States
and all over the world. Submit a complete Examination Selection Form.

A Follow up on your examination schedule. After scheduling your examination you should
receive an admission ticket to the specific examination you indicated on your Examination
Selection Form. See Receiving the Admission Ticket on page 16. Check
www.softwarecertifications.org for your specific scheduled examination during the days
leading up to the examination sitting for any changes to the schedule.

A Be sure to arrive at the examination early. See “Arriving at the Examination Site” on page
16 for a few tips, and what happens if you do not show up as scheduled.

Scheduling to Take the Examination

When you believe you are close to being prepared to take the examination, schedule to take the
examination. To select an examination date and location that meets your needs submit an
Examination Selection Form. Public certification examinations are scheduled periodically
throughout the United States. A complete up-to-date schedule is on the Software Certifications web
site; see Current Examination Schedule at www.softwarecertifications.org.

Examination seating is limited, and seats are assigned on a first-come-first-served basis. An
Examination Selection Form must be submitted at least 60 days before the selected
examination date in order to reserve a seat in the selected examination. The earlier you apply
the better chances of reserving a seat. The examination schedule can change on a weekly basis, so
check www.softwarecertifications.org for any changes.

Examinations are held primarily by QAI Federation chapters, at major QAI conference programs,
and by local QAI affiliates around the world. It is recommended that you contact the Director of
Certification for site requirements, fees, and other details.

The certification examinations are typically available in Australia, Canada, Hong Kong, India, New
Zealand, Saudi Arabia, Singapore, South Africa, United Arab Emirates, and the United States. As
the worldwide acceptance of Software Certifications designations continues to grow, more
locations will be hosting the exam. Please contact www.softwarecertification.org to inquire about
examination locations.

Rescheduling the Examination Sitting

From time to time, candidates need to reschedule their intended examination date. This is known as
a deferral, and is accomplished using the Examination Deferral Form that must be submitted
to the certification administrator at least 30 days before the originally scheduled
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examination. If done in this manner, the Examination Selection Form can be used to schedule
the new examination as long as it is received at least 60 days before the new requested date.

Deferrals received within 30 days of an examination date cannot be processed because
examination materials have already been sent to the field. These candidates are considered "no
shows" on the day of the examination and must use the Examination Retake Application in order to
schedule a new examination date. As with the initial application, the Examination Retake
Application and associated fees must be filed with the Director of Certification at least 60
days before any examination date is selected.

Receiving the Admission Ticket

Each candidate should receive an Examination Admission Ticket. You should bring this ticket to
the examination site along with photo identification to gain entry. When the ticket is received,
verify the examination information to assure that you have been scheduled for the examination
selected, and that your contact information is all correct. If not received three weeks before a
scheduled sitting, check the Current Examination Schedule for possible changes, or contact
Software Certifications via e-mail for confirmation or correction.

Checking Examination Arrangements

Candidates are strongly encouraged to check www.softwarecertifications.org for your specific
scheduled examination during the days leading up to the examination sitting. While Software
Certifications makes every possible effort to provide examinations as scheduled, last minute
changes have been sometimes unavoidable in the past. Previous disruptions have included
inclement weather and building closures. The Current Examination Schedule is kept as up-to-date
as possible when such situations occur.

Arriving at the Examination Site

Candidates should arrive at the examination location at least 30 minutes before the scheduled
start time of the examination. Candidates must have their admission ticket and photo
identification with them in order to register and gain admission to the examination.

No-shows

Candidates who fail to appear for a scheduled examination — initial or retake — automatically fail
the examination and must submit the Examination Retake Application to apply for a new
examination date. Candidates who have filed a deferral after the 30-day advance deadline are
considered to be no-shows as well.

How to Maintain Competency and Improve Value

Maintaining your personal competency is too important to leave to the soul discretion of your
employer. In today’s business environment you can expect to work for several different
organizations, and to move to different jobs within your own organization. In order to be
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adequately prepared for these changes you must maintain your personal competency in your field
of expertise.

Continuing Professional Education

Most professions recognize that a minimum of 40 hours of continuing professional education is
required to maintain competency of your skills. There are many ways to get this training, including
attending professional seminars and conferences, on-the-job training, attending professional
meetings, taking e-learning courses, and attending professional association meetings.

You should develop an annual plan to improve your personal competencies. Getting 40 hours of
continuing professional education will enable you to recertify your CSQA designation, but it will
not necessarily improve your competencies. For example, you may get 24 hours CPE credit for
attending a 3-day seminar, but if you’re already competent in the seminar topic, it will not add to
your personal capabilities.

The Common Body of Knowledge (CBOK) for the CSQA should be your guide for improving
your personal competencies. A self-assessment of your competencies in the CBOK is provided in
“CSQA 2006 Skill Assessment Worksheet.” This assessment is designed to help you identify areas
in which additional training would be beneficial to both you and your employer. After taking this
competency assessment, you can use the results to create a personal plan of action for you to ensure
that you maintain the necessary professional competency to prepare you for change and/or
promotion.

Advanced CSQA Designations

You can use your continuing professional education plan to improve and demonstrate your value to
your employer. You can obtain your professional education credits while applying for an advanced
certification. Your employer may have difficulty assessing improved competencies attributable to
the continuing professional education you are acquiring. However, if you can use that continuing
education effort to obtain an advanced degree, you can demonstrate to your employer your
increased value to the organization by acquiring an advanced degree.

There are two levels of advanced degrees you will be eligible for once you obtain your CSQA
designation:

A Advanced Software Quality Analyst (ASQA)

This advanced designation is designed to demonstrate your knowledge of how to do the
quality assurance tasks you may be assigned. The CSQA designation is focused much
more on “what” you must know in order to practice quality assurance. The ASQA
designation is designed for those who can demonstrate they know “how” to perform
quality assurance tasks.
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A Master Software Quality Analyst (MSQA)

This is the highest designation attainable in the IT quality assurance field. It is reserved
for those who can demonstrate quality assurance qualities and professional
responsibilities.

The drivers for improving performance in IT are the quality assurance and quality control (testing)
professionals. Dr. W. Edward Deming recognized this *“do-check” partnership of quality
professionals in his “14 points” as the primary means for implementing the change needed to
mature. Quality control identifies the impediments to quality and quality assurance facilitates the
fix. Listed below is the certification level, emphasis of each certification, and how you can
demonstrate that competency.

What is the Certification Competency Emphasis?
CSQA

A Demonstrate competency in knowing what to do.

A Study for, and pass, a four-part examination developed by peers to evaluate the
candidate’s knowledge of the principles and concepts incorporated into the CBOK,
plus the ability to relate those principles and concepts to the challenges faced by IT
organizations.

ASQA

A Demonstrate competency in knowing how to do it.

A Candidates must demonstrate their ability to develop real solutions to challenges in
their IT organizations, by proposing a solution to a real-world problem. If accepted
by the Certification Board, to develop and submit for evaluation the step-by-step
solution the candidate developed for that IT challenge. This must be done for five
CBOK categories. Each accepted solution will be awarded a certificate of
competency for that CBOK category.

MSQA — Master Software Quality Analyst
A Demonstrate competency in knowing how to break through quality and
productivity barriers.

A Candidates must demonstrate the ability to innovate beyond current practice in
solving IT challenges, as well as, demonstrate public service in the IT Quality
profession. (Note: this certification available starting in 2006.)

Figure 1 illustrates how you can improve your personal competencies.
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Staff Competency Certifications to
Needed Demonstrate Competency

Analytical Skills
(How to innovate) MSQA, MSTE
Statistical Skills ASQA, ASTE

(How to improve performance)

Certificates of

Performance Skills
Competency

(What to do)

IT Skills CSQA, CSTE

Maturity Level

Figure 1. Maturing Your Professional Competencies

For more information on the type of training that is applicable toward your continuing professional
education requirements, and information on the advanced quality assurance certifications and how
to apply for them, visit www.softwarecertifications.org.
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Preparing for the CSQA
Examination

of software quality analysis. The principles primarily will involve vocabulary. This is to

ensure that you understand what quality in an IT function is attempting to accomplish. The

second half of the examination is on the application of those principles. This is to ensure that
you can recognize good software quality practices when they occur.

T he CSQA examination is designed to evaluate your knowledge of the principles and practices

Preparing for any standardized examination should be considered a serious undertaking. Begin
preparing and studying well in advance. Remember that the minimum requirement for submitting
your application is 60 calendar days prior to the exam date. When you know you will be applying for
the examination, submit your application and fees and begin studying. Avoid “cramming,” as it is
rarely beneficial in the long term. See the “Introduction” for detailed information on submitting your
application.

Assess Your CSQA 2006 CBOK Competency 21
Understand the Key Principles Incorporated

25
Into the
Review the List of References 25
Initiate a Self-Study Program 26
Take the Sample Examination 26

Assess Your CSQA 2006 CBOK Competency

The Common Body of Knowledge (CBOK) for the CSQA is in effect a job description for a world-
class IT quality assurance analyst. The CSQA Certification Board has defined the skills within the
CBOK as those skills that would enable an IT quality assurance analyst to perform the tasks needed to
meet today’s IT quality challenges.
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Many human resource organizations use the CSQA CBOK as the basis for writing job descriptions for
IT quality assurance analysts. To properly prepare yourself to be proficient in the practice of IT quality
assurance, you should develop a personal plan of action that would enable you to assess your
competency in the 2006 CSQA CBOK. It is recognized that many software quality analysts do not
need to be competent in all of the skill categories to fulfill their current job responsibilities.

The current CBOK includes 10 skill categories that are fully described in this guide:
Skill Category 1 Quality Principles and Concepts
Skill Category 2 Quality Leadership
Skill Category 3 Quality Baselines (Assessments and Audits)
Skill Category 4  Quality Assurance
Skill Category 5 Quality Planning
Skill Category 6  Define, Build, Implement and Improve Work Processes
Skill Category 7 Quality Control Practices
Skill Category 8  Metrics and Measurements
Skill Category 9  Internal Control and Security
Skill Category 10 Outsourcing, COTS, and Contracting Quality

Skill Categories 1-8 should be common to all quality-related assignments and therefore, most of the
certification examination focuses on categories 1 through 8. However, you should have a basic
knowledge of Skill Categories 9 and 10 to remain current of software quality competencies.
Candidates are examined at high levels on categories 9 and 10.

Complete the CSQA Skill Assessment Worksheet

To assess your competency of the CSQA CBOK, complete the worksheet, “CSQA 2006 Skill
Assessment Worksheet” starting on page 27. Follow these guidelines on how to use the worksheet to
rate your competency and identify those areas that you need to better understand to successfully pass
the CSQA examination:

1. Assess your competency of each skill listed on the worksheet. Carefully read each skill
within the skill category. Based on your reading of the skill, assess your competency in
one of the following three categories and place a checkmark (*\V) in the appropriate
column on the CSQA 2006 CBOK Competency Rating Table:
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Not Competent — “None”

Either you do not understand this skill, or if you do understand it you do not know “what”
is required to perform this skill. For example, you may know that an IT quality plan is
needed, but you do not know what is included in an IT quality plan.

Some Competency — “Some”

This assessment means that you know “what” is needed to accomplish a specific skill. For
example, you may know what is to be included within an IT quality plan, but you have
never actually prepared an IT quality plan. In other words, you have book knowledge, but
not how-to knowledge.

Fully Competent — “Full”

This assessment means that you not only know what is required to perform a specific skill,
but you have actually used that skill in performing day-to-day work tasks. For example,
you have written an IT quality plan.

Note that Skill Category 1 focuses on the vocabulary of IT quality assurance and the basic
concepts on which the quality assurance profession is built. In assessing this category for a
quality term such as reliability a “not competent” response means you could not define the
term; a “some competency” response means you could define the term; and a “fully
competent” response means that you use the term in the performance of your day-to-day
work.

2. Study those skills you rated “None.” After you complete the assessment worksheet, you
will have designated some of the skills included in the CBOK as: None, Some, and Full.
The objective in preparing for the CSQA examination should be to have ‘“some
competency” in all of the skills within the CBOK. You need not be fully competent in any
skill to qualify you to pass the CSQA examination.

Note that the CSQA designation focuses on individuals knowing “what to do” in order to
effectively perform IT quality assurance. To provide maximum value to your employer,
and to enable you to obtain either an Advanced Software Quality Assurance (ASQA) or
Master Software Quality Assurance (MSQA) designation you need to be “fully
competent” in most of the CBOK skills areas.

3. Reassess those skills you studied after a rating of “None.” If you now believe your rating
changes to “Some,” then change your checkmark for the related skill on that category
assessment table. Continue reassessing as you study.

Proceed only when you believe you are ready to submit your application for the CSQA
certification examination.
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Calculate Your CSQA CBOK Competency Rating

Follow these steps to calculate your competency rating for the CSQA 2006 CBOK. This rating will
help you determine if you are ready to submit your application for the CSQA examination or if, and in
what areas, you need further study in order to pass the examination. Use the CBOK Skill Category

Competency Rating Table on page 38 to perform each step below.

1.

Now you are able to determine if you are ready to submit your application and take the certification
examination or if you need further study. Use your CSQA 2006 CBOK Competency Rating from step

Total the number of skills you have checked_in each of the three columns for each skill
category. Write your numbers in the space provided for each skill category on the
worksheet. These are your competency rating totals for that skill category.

Transfer the three competency rating totals for each skill category to the corresponding
column (“Full,” “Some,” and “None”) in the CSQA Skill Category Competency Ratings
table provided.

Tally each column in the table to determine each Ratings Total.

Multiply each column by the indicated number to determine the Column Total.

Add the Column Totals together to determine the Sum of the Rows Total.

Divide the Sum of the Rows Total by 155 (the number of total skills in the CSQA 2006
CBOK) to determine your CSQA CBOK Competency Rating. This number will be
between 1 and 3.

6 above and the following key to interpret your competency rating:

A The closer your score is to “3,” the more competent you are in software quality
assurance.

A If your score is a “3,” you are a world-class software quality analyst and ready to
submit your application.

A If your score is between “2” and “3”, you are a competent quality analyst and ready to
submit your application.

See the “Introduction” for information on submitting your application for the CSQA 2006

certification examination.

A If your score is between “1” and “2”, you do not have the basic skills necessary to
perform software quality assurance. Study those skills that you rated “None” and then
reassess your skills.

A If your score is a “1”, you are not competent in the CBOK. Study those skills that you
rated “None” and then reassess your skills.
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Using this product does not constitute, nor imply, the successful passing of the
CSQA certification examination.

Understand the Key Principles Incorporated Into the
Examination

This step is to provide you some insight into what will be emphasized on the examination. This should
not be used in place of the CBOK. It is intended to emphasize some of the key concepts included
within the CBOK.

In studying these key principles, two guidelines should be followed:

A Learn the vocabulary.

A major part of the CSQA examination and a major part of being an effective quality
analyst is to understand and use the quality analysis vocabulary. If you do not know the
quality analysis vocabulary, study Appendix A, “Vocabulary,” before beginning any other
CSQA examination preparatory activity. Note that understanding the vocabulary is
essential to pass the examination.

A Learn how to apply the guality principles to everyday practice.

As you study the quality principles, think carefully how you would apply those principles
to your day-to-day work challenges.

Review the List of References

Use the following lists of references to help you prepare for the CSQA examination:

A Appendix B of this preparation guide lists numerous books recommended in the
quality analysis field.

A Software Certifications web site — www.softwarecertifications.org (click on Index and
then click on Body of Knowledge, CSQA) lists references compiled by the
Certification Board and used in preparing the examination.

It is each candidate's responsibility to stay current in the field and to be aware of
published works and materials available for professional study and development.
Software Certifications recommends that candidates for certification continually research
and stay aware of current literature and trends in the field. The lists referenced above are
suggestions; they are not intended to be all-inclusive.
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Use these lists of references in the following ways:

A Search your library for availability. If you have these books in your reference library,
company library, or ready access, set them aside for exam preparation.

A Use your assessment results (e.qg., skills marked “Not Competent™) from the previous
step to determine which books would help you build your skills in those areas. Note
that while studying, look for principles as opposed to learning detailed how-to skills.

A Review the list of references from the perspective of the types of materials that might
be included on the examination. The references give you insight into the topics that
will be included on the examination.

Initiate a Self-Study Program

This guide contains a variety of skill areas designed to be representative of the types of skills needed
by software quality analysts, and representative of the skill categories addressed in the CSQA
examination. You may decide to start or join a self-study group in your area.

In developing a self-study program, you should:

A Assess your skills against the CSQA 2006 CBOK and complete the assessment
worksheet.

A Study the key reference documents from the previous step. Use a representative
sample of the reference books for study; if you do not have the specific reference
book, use a similar book on the same topic.

A Attend formal courses, seminars, local guality-oriented chapter meetings, and quality
conferences to gain a comprehension of the practice of quality assurance. Be sure to
visit www.gaiworldwide.org for up-to-date information on courses, seminars, and
conferences. QAL offers a preparation course for the CSQA.

Self-study becomes more effective if you can work with one or more other candidates for
the examination. If no other candidates are available to form a study group, locate a
CSQA to become your mentor during your self-study period.

Take the Sample Examination

We have provided a sample CSQA examination for you to use in your preparations. See “How to
Take the CSQA Examination” for the following useful information:

A CSQA Examination Overview including how the test is structured and the number
of questions, plus general information on how the test is administered at the test site.

A Guidelines to Answer Questions including useful steps to answer all questions, tips
on responses to essay questions, and what to do if you do not know the answer to a
question.
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A Sample CSQA Examination including multiple-choice questions and essay
questions. These give you examples of the types of questions on the examination. Also
provided is an answer key to help you study and show you the types of essay
responses expected.
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Assessment Worksheet

Assess Your Skills against the CSQA 2006 CBOK

therefore, most of the certification examination focuses on categories 1 through 8.

However, you should have a basic knowledge of Skill Categories 9 and 10 to remain

current of software quality competencies. Candidates are examined at high levels on
categories 9 and 10.

T he Skill Categories 1-8 should be common to all quality-related assignments and

The 2006 Common Body of Knowledge for the software quality analyst certificate includes these
ten skill categories:

Skill Category 1 — Quality Principles and Concepts

Skill Category 2 — Quality Leadership

Skill Category 3 — Quality Baselines

Skill Category 4 — Quality Assurance

Skill Category 5 — Quality Planning

Skill Category 6 — Define, Build, Implement and Improve Work Processes
Skill Category 7 — Quality Control Practices

Skill Category 8 — Metrics and Measurement

Skill Category 9 — Internal Control and Security

Skill Category 10 — Outsourcing, COTS, and Contracting Quality

See the “Introduction” for detailed instructions on how to use the worksheet and
competency rating table.
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Skill Category 1 — Quality Principles and Concepts

Before an organization can begin to assess the quality of its products and services, and identify
opportunities for improvement, it first must have a working knowledge of quality principles and
basic concepts. This category will test the CSQA candidate’s ability to understand and apply these
principles, which include the quality vocabulary, various ways of defining quality, key concepts,
distinguishing between quality control and quality assurance, and the contributions of quality
pioneers.

Skill Category 1 — Quality Principles and Concepts Competency Rating
Skill # Skill Description Full Some None
Vocabulary of Quality
11 Understand the vocabulary of quality.
The Different Views of Quality
12 The two quality gaps
13 Quality attributes for an information system
Quality Concepts and Practices
14 PDCA Cycle
15 Cost of quality
16 Six sigma quality
17 Baselining and benchmarking
18 Earned value
Quality Control and Quality Assurance
19 Understand quality control and quality assurance
1.10 Understanding and using the Just-in-Time (JIT) Technique
111 Differentiating between Quality Control and Quality Assurance
Quality Pioneers Approach to Quality
112 Includes Dr. W. Edwards Deming, Philip Crosby, and Dr. Joseph
Juran.
1.13 Total Quality Management

Competency Rating Totals (total each “V” in each column):
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Skill Category 2 — Quality Leadership

The most important prerequisites for successful implementation of any major quality initiative are
leadership and commitment from executive management. Management must create a work
environment supportive of quality initiatives. It is management’s responsibility to establish
strategic objectives and build an infrastructure that is strategically aligned to those objectives. This
category will cover the management processes used to establish the foundation of a quality-
managed environment, as well as commitment, new behaviors, building the infrastructure,
techniques, approaches and communications.

Skill Category 2 — Quality Leadership

Competency Rating

Skill # Skill Description Full Some None
Leadership Concepts
214 Executive and middle management commitment
2.15 Quality Champion
2.16 New Behaviors for Management -- traditional management
versus quality management, leadership, the importance of
establishing mentoring relationships, and establishing trust
217 Empowerment of employees
Quality Management Infrastructure
2.18 Quiality council
2.19 Management committees
2.20 Teams and work groups
221 Process improvement teams
Quiality Environment
2.22 The six attributes of an effective quality environment
2.23 Setting the proper “tone” at the top
2.24 Code of ethics and conduct
2.25 Open communication
2.26 Implementing a mission, a vision, goals, values and a quality
policy
2.27 Monitoring compliance to organizational policies and procedures
2.28 Enforcement of organizational policies and procedures

Competency Rating Totals (total each “V” in each column):
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Skill Category 3 — Quality Baselines

Organizations need to establish baselines of performance for quality, productivity and customer
satisfaction. These baselines are used to document current performance and document
improvements by showing changes from a baseline. In order to establish a baseline, a model
and/or goal must be established for use in measuring against to determine the baseline.

Skill Category 3 — Quality Baselines

Competency Rating

Skill # Skill Description Full Some None
Quality Baseline Concepts
3.29 Baselines defined
3.30 Types of baselines
331 Conducting baseline studies
Methods Used for Establishing Baselines
3.32 Customer surveys
3.33 Benchmarking to establish a baseline goal
3.34 Assessments against management established criteria
3.35 Assessments against industry models
Model and Assessment Fundamentals
3.36 Purpose of a model
3.37 Types of models (staged and continuous)
3.38 Model selection process
3.39 Using models for assessment and baselines
Industry Quality Models
3.40 Software Engineering Institute Capability Maturity Model/CMMI
341 Malcolm Baldrige National Quality Award
342 I1SO 9001:2000
343 ISO/IEC 12207
344 ISO/IEC TR 15504
3.45 Post-implementation audits

Competency Rating Totals (total each “V” in each column):
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Skill Category 4 — Quality Assurance

Quality Assurance is a professional competency whose focus is directed at the critical processes
used to build products and services. The profession is charged with the responsibility for tactical
process improvement initiatives that are strategically aligned to the goals of the organization. This
category addresses the understanding and application of quality assurance practices in support of
the strategic quality direction of the organization. The quality practitioner should understand the
importance of a quality function, how to implement a quality function and how it matures over
time, as well as how to create a quality plan, the use of quality tools, process deployment, and
differentiating between internal auditing and quality assurance.

Skill Category 4 — Quality Assurance Competency Rating
Skill # Skill Description Full Some None
Establishing a Function to Promote and Manage Quality
4.46 The challenges of implementing a quality function
4.47 How the quality function matures over time
4.48 Support in corporate quality management environment
4.49 Implementing an IT quality function
Quality Tools
4.50 Management tools
451 Statistical tools
452 Presentation tools
Process Deployment
453 Getting buy-in for change through marketing
454 The formula for effective behavior change
4.55 The deployment process
4.56 Critical success factors for deployment
Internal Auditing and Quality Assurance
457 Types of internal audits
4.58 Differences in responsibilities

Competency Rating Totals (total each “V” in each column):

33



GUIDE TO CSQA 2006 CBOK

Skill Category 5 — Quality Planning

Executive management establishes the vision and strategic goals. Planning is the process that
describes how those strategic goals will be accomplished. Quality planning should be integrated
into the IT plan so that they become a single plan. In simplistic terms, the IT plan represents the
producer and the quality plan represents the customer.

Skill Category 5 — Quality Planning

Competency Rating

Skill # Skill Description Full Some None

Planning Concepts

5.59 The management cycle

5.60 The planning cycle
Integrating Business and Quality Planning

5.61 The fallacy of having two separate planning processes

5.62 Planning should be a single IT activity

5.63 Prerequisites to Quality Planning
The Planning Process

5.64 Planning process overview

5.65 The six basic planning questions

5.66 The common activities in the planning process
Planning to Mature IT Work Processes

5.67 QAI model and approach to mature IT work processes

5.68 How to plan the sequence for implementing process maturity

Competency Rating Totals (total each “V” in each column):
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Skill Category 6 — Define, Build, Implement and Improve Work Processes

The world is constantly changing. Customers are more knowledgeable and demanding, therefore,
quality and speed of delivery are now critical needs. Companies must constantly improve their
ability to produce quality products that add value to their customer base. Defining and
continuously improving work processes allows the pace of change to be maintained without
negatively impacting the quality of products and services. This category addresses process
management concepts, including the definition of a process, the workbench concept and
components of a process. Additionally, it will address the understanding of definitions and
continuous improvement of a process through the process management PDCA cycle.

Skill Category 6 — Define, Build, Implement and
Improve Work Processes

Competency Rating

Skill # Skill Description Full Some None
Process Management Concepts
6.69 Definition of a process
6.70 Why processes are needed
6.71 Process workbench and components
6.72 Process categories
6.73 The process maturity continuum
6.74 How processes are managed
6.75 Process template
Process Management Processes
Planning processes:
6.76 Process inventory
6.77 Process mapping
6.78 Process planning
Do processes:
6.79 Process definition
Check processes:
6.80 Identify control points
6.81 Process measurement
6.82 Testing
Act processes:
6.83 Process improvement teams
6.84 Process improvement process

Competency Rating Totals (total each “V” in each column):
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Skill Category 7 — Quality Control Practices

Quality control practices should occur during product development, product acquisition, product
construction at the end of development/acquisition and throughout product change and operation.
During development, the quality control process is frequently called verification and at the
conclusion of development, it is called validation. This category will address the various types of
controls and when they are best used in the process. The quality practitioner should also be
familiar with verification and validation techniques, the framework for developing testing tactics,
change control and configuration management.

Skill Category 7 — Quality Control Practices Competency Rating
Skill # Skill Description Full Some None
Testing Concepts
7.85 The tester's workbench
7.86 Test stages
7.87 Independent testing
7.88 Static versus dynamic testing
7.89 Verification versus validation
7.90 Stress versus volume versus performance
7.91 Test objectives
7.92 Reviews and inspections
Developing Testing Methodologies
7.93 Acquire and study the test strategy
7.94 Determine the type of development project
7.95 Determine the type of software system
7.96 Determine the project scope
7.97 Identify the tactical risks
7.98 Determine when testing should occur
7.99 Build the system test plan
7.100 Build the unit test plans
Verification and Validation Methods
7.101 Management of verification and validation
7.102 Verification techniques
7.103 Validation techniques
7.104 Structural and functional testing
Software Change Control
7.105 Software configuration management
7.106 Change control procedures
Defect Management
7.107 Defect management process
7.108 Defect reporting
7.109 Severity versus priority
7.110 Using defects for process improvement

Competency Rating Totals (total each “V” in each column):
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Skill Category 8 — Metrics and Measurement

A properly established measurement system is used to help achieve missions, visions, goals, and
objectives. Measurement data is most reliable when it is generated as a by-product of producing a
product or service. The QA analyst must ensure that quantitative data is valued and reliable, and
presented to management in a timely and easy-to-use manner. Measurement can be used to gauge
the status, effectiveness and efficiency of processes, customer satisfaction, product quality, and as
a tool for management to use in their decision-making processes. This category addresses
measurement concepts, the use of measurement in a software development environment,
variation, process capability, risk management, the ways measurement can be used and how to
implement an effective measurement program.

Skill Category 8 — Metrics and Measurement

Competency Rating

Skill # Skill Description Full Some None
Measurement Concepts
8.111 Standard units of measure
8.112 Metrics
8.113 Objective and subjective measurement
8.114 Types of measurement data
8.115 Measures of central tendency
8.116 Attributes of good measurement
8.117 Using quantitative data to manage an IT function
8.118 Key indicators
Measurement in Software
8.119 Product measurement
8.120 Process measurement
Variation and Process Capability
8.121 The measurement program
8.122 Installing the measurement program
8.123 Common and special causes of variation
8.124 Variation and process improvement
8.125 Process capability
Risk Management
8.126 Defining risk
8.127 Characterizing risk
8.128 Managing risk
8.129 Software risk management
8.130 Risks of integrating new technology
Implementing a Measurement Program
8.131 The need for measurement
8.132 Prerequisites

Competency Rating Totals (total each “V” in each column):
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Skill Category 9 — Internal Control and Security

Privacy laws and increased accessibility to data have necessitated increased security. Accounting
scandals and governmental regulation such as the Sarbanes-Oxley Act have placed increased
importance on building and maintaining adequate systems of internal control. The quality
assurance function can contribute to meeting those objectives by assuring that IT has adequate
processes governing internal control and security.

Skill Category 9 — Internal Control and Security

Competency Rating

Skill # Skill Description Full Some None
Principles and Concepts of Internal Control
9.133 Internal control and security vocabulary and concepts
9.134 Preventive, detective, and corrective controls
Risk and Internal Control Models
9.135 COSO enterprise risk management (ERM) model
9.136 COSO internal control framework model
9.137 CobiT model
Building Internal Controls
9.138 Perform risk assessment
Building Adequate Security
9.139 Where vulnerabilities in security occur
9.140 Establishing a security baseline
9.141 Security awareness training
9.142 Security practices

Competency Rating Totals (total each “V” in each column):
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Skill Category 10 — Outsourcing, COTS, and Contracting Quality

Organizations can assign software development work responsibilities to outside organizations
through purchasing software or contracting services; but they cannot assign the responsibility for
quality. Quality of software remains an internal IT responsibility regardless of who builds the
software. The quality professionals need to assure that those quality responsibilities are fulfilled
through appropriate processes for acquiring purchased software and contracting for software
services.

Skill Category 10 — Outsourcing, COTS, and Contracting Quality Competency Rating
Skill # Skill Description Full Some None
Quality and Outside Software
10.143 Purchased COTS software
10.144 Outsourced software
Selecting COTS Software
10.145 Assure completeness of needs requirements
10.146 Define critical success factor
10.147 Determine compatibility with hardware, operating system, and
other COTS software
10.148 Assure the Software can be Integrated into Your Business System
Work Flow
10.149 Demonstrate the Software in Operation
10.150 Evaluate People Fit
10.151 Acceptance Test the Software Process
Selecting Software Developed by Outside Organizations
10.152 Contracting life cycle
10.153 Developing selection criteria
Contracting for Software Developed by Outside Organizations
10.154 Contract negotiations
Operating for Software Developed by Outside Organizations
10.155 Acceptance testing

Competency Rating Totals (total the “V” in each column):
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CSQA 2006 CBOK Competency Rating Table

CBOK Skill Category Competency Ratings

Full

Some

None

Skill Category 1

Skill Category 2

Skill Category 3

Skill Category 4

Skill Category 5

Skill Category 6

Skill Category 7

Skill Category 8

Skill Category 9

Skill Category 10

Ratings Total

Factor for Multiplication

X3

X2

x1

Columns Total

Sum of the Rows Total

Number of CSQA Skills

+155

Your CSQA 2006 CBOK Competency Rating
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Skill

Quality Principles

identify opportunity for improvement, it first must have a working knowledge of quality
principles and basic concepts. This category tests the CSQA candidate’s ability to
understand and apply these principles, which include the following:

B efore an organization can begin to assess the quality of its products and services, and

Vocabulary of Quality 41
The Different Views of Quality 43
Quality Concepts and Practices 46
Quality Control and Quality Assurance 55
Quality Pioneers Approach to Quality 59

Vocabulary of Quality

The quality language is the way quality professionals describe the principles, concepts, and
approaches used for improving quality. Until the vocabulary is learned and its use encouraged in
the organization, quality becomes a difficult program to achieve. For example, when the words
“process” or “defect” are used, there must be a common understanding of what is meant by those
terms.

Appendix A provides a glossary of definitions for terminology used in the quality language. This
terminology is also referred to as the vocabulary of quality. Some of the more widely used terms
are:

Defect

From the producer's viewpoint, a defect is a product requirement that has not been
met, or a product attribute possessed by a product or a function performed by a
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product that is not in the statement of requirements that define the product. From the
customer's viewpoint, a defect is anything that causes customer dissatisfaction,
whether in the statement of requirements or not.

Policy

Managerial desires and intents concerning either processes (intended objectives) or
products (desired attributes).

Procedure
The step-by-step method followed to ensure that standards are met.
Process

(1) The work effort that produces a product. This includes efforts of people and
equipment guided by policies, standards, and procedures. (2) A statement of purpose
and an essential set of practices (activities) that address that purpose. A process or set
of processes used by an organization or project to plan, manage, execute, monitor,
control, and improve its software related activities.

Productivity

The ratio of the output of a process to the input, usually measured in the same units. It
is frequently useful to compare the value added to a product by a process, to the value
of the input resources required (using fair market values for both input and output).

Quality

Operationally, the word quality refers to products. A product is a quality product if it is
defect free. To the producer, a product is a quality product if it meets or conforms to
the statement of requirements that defines the product. This statement is usually
shortened to: quality means meets requirements. To the customer, a product is a
quality product if it meets the customer’s needs, regardless of whether the
requirements were met. This is referred to as fit for use.

Quality — Producer View

The producer’s view of quality has these four characteristics: Doing the right thing,
Doing it the right way, Doing it right the first time, and Doing it on time without
exceeding cost.

Quality — Customer View

Meeting requirements is a producer’s view of quality. This is the view of the
organization responsible for the project and processes, and the products and services
acquired, developed, and maintained by those processes.
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Standard

A requirement of a product or process. For example: 100 percent of the functionality
must be tested.

The Different Views of Quality

Industry accepted definitions of quality are “conformance to requirements” (from Philip Croshy)
and “fit for use” (from Dr. Joseph Juran and Dr. W. Edwards Deming). These two definitions are
not inconsistent.

Meeting requirements is a producer’s view of quality. This is the view of the organization
responsible for the project and processes, and the products and services acquired, developed, and
maintained by those processes. Meeting requirements means that the person building the product
does so in accordance with the requirements. Requirements can be very complete or they can be
simple, but they must be defined in a measurable format, so it can be determined whether they
have been met. The producer’s view of quality has these four characteristics:

Doing the right thing
Doing it the right way
Doing it right the first time

A Doing it on time without exceeding cost

Being fit for use is the customer’s definition. The customer is the end user of the products or
services. Fit for use means that the product or service meets the customer’s needs regardless of the
product requirements. Of the two definitions of quality, fit for use, is the more important. The
customer’s view of quality has these characteristics:

Receiving the right product for their use
Being satisfied that their needs have been met

Meeting their expectations
A Being treated with integrity, courtesy and respect

In addition to the producer and customer views of quality, the organizational infrastructure also
includes a provider and a supplier view. These views are as follows:

A Provider view — This is the perspective of the organization that delivers the products and
services to the customer.

A Supplier view — This is the perspective of the organization (that may be external to the
producer’s company, such as an independent vendor) that provides either the producer
and/or the provider with products and services needed to meet the requirements of the
customer.

The infrastructure for quality products and services is illustrated in Figure 2. The figure shows the
requirements coming from the customer to the producer/provider, who uses them to create the
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products and services needed by the customer. This process works because of the two-way
measurement process established between the involved parties.

Producer/Provider

Supplier Processes Customer

Requirements Requirements

A

A

A

X . . X
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
] 1 1 ]
| : Products Products : |
: | | :
[l | »nl [ [ » » | !
] | L » » L L ] 1
1 1 . 1 1
: : Services Services : :
i : : i
1 1 1 1
1 1 1 1
| | P P | |
1 1 1 1
1 1 1 1
! ! Measurement Measurement ! !
! ! (Feedback) (Feedback) ! !
| | | |
1 1 1 1

A

Figure 2. Infrastructure for Software Quality Products and Services

This infrastructure has been presented simplistically. In reality, the producer is the customer for
the supplier, making the supplier the producer for the intermediate producer, and there may be a
long chain of producers/providers and their customers. However, the quality characteristics by
which an interim producer evaluates supplier products are really producer quality characteristics
and not end user/customer quality characteristics.

The Two Quality Gaps

Most Information Technology (IT) groups have two quality gaps: the producer gap and the
customer gap as shown in Figure 3. The producer gap is the difference between what is specified
(the documented requirements and internal standards) versus what is delivered (what is actually
built). The customer gap is the difference between what the producers actually delivered versus
what the customer wanted.

Closing these two gaps is the responsibility of the quality function (see Skill Category 4). The
quality function must first improve the processes to the point where the producer can develop the
products according to requirements received and its own internal standards. Closing the producer's
gap enables the IT function to provide its customers consistency in what it can produce. This has
been referred to as the "McDonald's effect” - at any McDonald's in the world, a Big Mac should
taste the same. It doesn't mean that every customer likes the Big Mac or that it meets everyone's
needs, but rather, that McDonald's has now produced consistency in its delivered product.

44



SKILL CATEGORY 1

Closing the second gap requires the quality function to understand the true needs of the customer.
This can be done by customer surveys, Joint Application Development (JAD) sessions, and more
user involvement through the process of building information products. The processes can then be
changed to close the customer gap, keeping consistency while producing products and services
needed by the customer.

Start

Figure 3. Two Quality Gaps

Quality Attributes for an Information System

Quality is a multifaceted concept driven by customer requirements. The level of quality can vary
significantly from project to project and between organizations. In IT, the attributes of quality are
examined in order to understand the components of quality, and as a basis for measuring quality.
Some of the commonly accepted quality attributes for an information system are described in
Figure 4.

Management needs to develop quantitative, measurable "standards" for each of these quality
criteria for their development projects. For example, management must decide the degree of
maintenance effort that is acceptable, the amount of time that it should take for a user to learn how
to use the system, etc. Skill Category 8 covers this topic in more detail.
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Attributes Definition
Correctness Extent to which a program satisfies its specifications and fulfills the user's mission objectives.
Reliability Extent to which a program can be expected to perform its intended function with required precision.
Efficiency The amount of computing resources and code required by a program to perform a function.
Integrity Extent to which access to software or data by unauthorized persons can be controlled.
Usability Effort required learning, operating, preparing input, and interpreting output of a program.
Maintainability | Effort required locating and fixing an error in an operational program.
Testability Effort required testing a program to ensure that it performs its intended function.
Flexibility Effort required modifying an operational program.
Reusability Extent to which a program can be used in other applications — related to the packaging and scope of the

Interoperability

functions that programs perform.

Effort required to couple one system with another.

Figure 4. Commonly Accepted Quality Attributes (Critical Success Factor) for Information

Systems

"The Paul Revere Insurance Group believes that if a customer does not perceive
quality, the program is not accomplished."

Charles E. Soule, Past Executive Vice President
Paul Revere Insurance Group

Quality Concepts and Practices

People say they want quality; however, their actions may not support this view for the following

reasons:

A Many think that defect-free products and services are not practical or economical, and thus
believe some level of defects is normal and acceptable. (This is called acceptable quality
level, or AQL.) Quality experts agree that AQL is not a suitable definition of quality. As
long as management is willing to "accept™ defective products, the entire quality program
will be in jeopardy.

A Quality is frequently associated with cost, meaning that high quality is synonymous with
high cost. (This is confusion between quality of design and quality of conformance.)
Organizations may be reluctant to spend on quality assurance, as they do not see an
immediate payback.
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A Quality by definition calls for requirements/specifications in enough detail so that the
products produced can be quantitatively measured against those specifications. Few
organizations are willing to expend the effort to produce requirements/specifications at the
level of detail required for quantitative measurement.

A Many technical personnel believe that standards inhibit their creativity, and thus do not
strive for compliance to standards. However, for quality to happen there must be well-
defined standards and procedures that are followed.

The contributors to poor quality in many organizations can be categorized as either lack of
involvement by management, or lack of knowledge about quality. Following are some of the
specific contributors for these two categories:

Lack of involvement by management

A

Management's unwillingness to accept full responsibility for all defects
Failure to determine the cost associated with defects (i.e., poor quality)
Failure to initiate a program to "manage defects"

Lack of emphasis on processes and measurement

Failure to enforce standards

Failure to reward people for following processes

Lack of knowledge about quality

A

A

Lack of a quality vocabulary, which makes it difficult to communicate quality
problems and objectives

Lack of knowledge of the principles of quality (i.e., what is necessary to make it
happen)

No categorization scheme for defects (i.e., naming of defects by type)

No information on the occurrence of defects by type, by frequency, and by
location

Unknown defect expectation rates for new products
Defect-prone processes unknown or unidentified
Defect-prone products unknown or unidentified

An economical means for identifying defects unknown
Proven quality solutions are unknown and unused

If achieving quality (i.e., defect-free products and services) were easy, it would have been
accomplished years ago. Quality is very difficult to accomplish — it requires the close cooperation
of management and staff. Achieving quality requires a commitment and the establishment of an
environment in which quality can flourish. Skill Category 2 focuses on management commitment
and a quality management environment.
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The bottom line is that making quality happen is a monumental challenge. Dr. Ishikawa, Japan’s
leading quality expert, best expressed this when he stated that accomplishing quality requires “a
thought revolution by management.” Thought revolutions do not come easy.

As a result of his experiences in turning around the Japanese economy, Dr. W. Edwards Deming
found that it takes 20 years to change a culture from an emphasis on productivity to an emphasis
on quality. Twenty years might be excessive, but management must be prepared to invest 2-5
years before the really large paybacks occur. Quality is a long-term strategy, which must be
continually nurtured by the quality function and management.

The answer to the question, "Can we afford quality?" is: "You cannot afford to ignore it." Harold
S. Geneen, past CEO at ITT, stated that quality "is the most profitable product line we have.”
What this means is that preventing and/or detecting defects early results in huge savings. Studies
by Dr. Barry W. Boehm at GTE, TRW, and IBM in the late 1980s showed geometric escalation in
the cost to fix a problem as the software life cycle progressed. Boehm concluded that errors are
typically 100 times more expensive to correct in the maintenance phase on large projects than in
the requirements phase. Boehm also stated that the total economic impact is actually much larger
in operational systems because of the user costs incurred. Recent studies show that with today's
more complex systems, Boehm's estimates are conservative.

PDCA Cycle

A major premise of a quality management environment is an emphasis on continuous
improvement. The approach to continuous improvement is best illustrated using the PDCA cycle,
which was developed in the 1930s by Dr. Shewhart of the Bell System. The cycle comprises the
four steps of Plan, Do, Check, and Act as shown in Figure 5. It is also called the Deming Wheel,
and is one of the key concepts of quality.

ACT PLAN

CHECK DO

Figure 5. PDCA Concept

A Plan (P): Devise a plan - Define the objective, expressing it numerically, if
possible. Clearly describe the goals and policies needed to attain the objective at
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this stage. Determine the procedures and conditions for the means and methods
that will be used to achieve the objective.

A Do (D): Execute the plan - Create the conditions and perform the necessary
teaching and training to ensure everyone understands the objectives and the plan.
Teach workers the procedures and skills they need to fulfill the plan and
thoroughly understand the job. Then perform the work according to these
procedures.

A Check (C): Check the results — As often as possible, check to determine whether
work is progressing according to the plan and whether the expected results are
obtained. Check for performance of the procedures, changes in conditions, or
abnormalities that may appear.

A Act (A): Take the necessary action - If the check reveals that the work is not being
performed according to plan, or if results are not what were anticipated, devise
measures for appropriate action. Look for the cause of the abnormality to prevent
its recurrence. Sometimes workers may need to be retrained and procedures
revised. The next plan should reflect these changes and define them in more detail.

Figure 6. Ascending Spiral

The PDCA procedures ensure that the quality of the products and services meets expectations, and
that the anticipated budget and delivery date are fulfilled. Sometimes preoccupation with current
concerns limits the ability to achieve optimal results. Repeatedly going around the PDCA circle
can improve the quality of the work and work methods, and obtain the desired results. This
concept can be seen in the ascending spiral of Figure 6.

Cost of Quality

Quality is an attribute of a product or service. Productivity is an attribute of a process. They have
frequently been called two sides of the same coin because one significantly impacts the other.
There are two ways that quality can drive productivity. The first, which is an undesirable method,
is to lower or not meet quality standards. For example, if testing and rework components of a
system development process were eliminated or reduced, productivity as measured in lines of
code per hours worked would increase. This is often done under the guise of completing projects
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on time. The second and more desirable method to improve productivity through quality is to
improve processes so that defects do not occur, thus minimizing the need for testing and rework.

Quality improvement should be used to drive productivity.

The cost of quality (COQ) is the money spent beyond what it would cost to build a product right
the first time. If every worker could produce defect-free products the first time, the COQ would be
zero. Since this situation does not occur, there are costs associated with getting a defect-free

product produced.

There are three COQ categories:

A

A

Figure 7 shows a few examples of the three costs of quality that illustrate the types of activities in
each of the categories. Experience has shown that a small group of knowledgeable people can
develop estimates for the COQ categories. The estimate does not have to be highly precise
because the amounts will be so large that even errors of plus or minus 50% would not affect

Prevention - Money required preventing errors and to do the job right the first time
is considered prevention cost. This category includes money spent on establishing
methods and procedures, training workers and planning for quality. Prevention
money is all spent before the product is actually built.

Appraisal — Appraisal costs cover money spent to review completed products
against requirements. Appraisal includes the cost of inspections, testing and
reviews. This money is spent after the product or subcomponents are built but
before it is shipped to the user.

Failure — Failure costs are all costs associated with defective products. Some
failure costs involve repairing products to make them meet requirements. Others
are costs generated by failures, such as the cost of operating faulty products,
damage incurred by using them and the costs incurred because the product is not
available. The user or customer of the organization may also experience failure
Costs.

identifying the actions that need to be taken to reduce the COQ.
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Prevention Costs

In IT Area In User Area
e Quality audits « Installing a project selection process
e  Selling top management « Installing a planning database
e  Planning quality improvement e Installing improved programming
e Quality training techniques

*  Systems assurance consultation
Appraisal Costs

In IT Area In User Area
e  Preparation for reviews e Phase reviews
e Inspections e  Preparation for tests
e  Systems assurance reviews e  Systems test

Failure Costs

InIT Area In User Area
e  Project rework *  Alternative services
e Overtime e Lost management time
e  Maintenance costs e  Complaints, rebates, damage claims
e LostIT credibility e Lostassets
e Reruns e  Lost opportunity

* Unrealized savings

Figure 7. Cost of Quality Sample

The cost of building a product is comprised of the cost of production, which is the cost if the
product could be built defect free, plus the three COQ categories. Added together, the production
cost and COQ become the cost to build a product. The three COQ categories are sometimes called
the cost of nonconformance, meaning COQ is the failure to conform to a process that enables
defect-free products to be produced.

The quality function attempts to reduce the cost of quality. This is usually accomplished by
increasing the prevention and/or the appraisal costs in order to reduce the failure costs more than
the increase in the prevention and appraisal costs. Figure 8 illustrates this phenomenon. It shows
that initiating new appraisal programs such as inspections and reviews in software development,
or new preventive programs such as staff training, can reduce the failure costs, which include such
things as rework, so there is a net reduction in the cost to build a product.
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Cost to Build a Cost to Build after Quality
Product Improvement Program

ROI from Quality

Failure Costs Failure Costs

Appraisal Costs Appraisal Costs
coQ

Prevention Costs .
Prevention Costs

Cost Cost
of of
Production Production

Figure 8. Examples of Cost of Quality

Studies show that the COQ in IT is approximately 50% of the total cost of building a product. Of
the 50% COQ, 40% is failure, 7% is appraisal, and 3% is prevention. Other studies have shown
that $1 spent on appraisal costs will reduce failure costs threefold; and each dollar spent on
prevention costs will reduce failure costs tenfold. Obviously, the right appraisal and prevention
methods must be used to get these benefits.

For example, the cost of adding unidentified requirements during system or acceptance testing is
much more costly than identifying those requirements during the requirements-gathering phase.
Once individuals understand the cost of "overlooking requirements™ they might be more willing to
use techniques such as requirements reviews, JAD sessions, and improved processes to avoid the
overtime, stress, and excessive cost of building those overlooked requirements late in the
development process.

"Quality is free, but it is not a gift."

Philip B. Crosby in Quality is Free

The Three Key Principles of Quality

Everyone is responsible for quality, but senior management must emphasize and initiate quality
improvement, and then move it down through the organization to the individual employees. The
following three quality principles must be in place for quality to happen:
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1. Management is responsible for quality.

Quality cannot be delegated effectively. Management must accept the responsibility
for the quality of the products produced in their organization; otherwise, quality will
not happen. A quality function is only a catalyst in making quality happen. The quality
function assists management in building quality information systems by monitoring
quality and making recommendations to management about areas where quality can
be improved. As the quality function is a staff function, not management, it cannot
dictate quality for the organization. Only management can make quality happen.

2. Producers must use effective quality control.

All of the parties and activities involved in producing a product must be involved in
controlling the quality of those products. This means that the workers will be actively
involved in the establishment of their own standards and procedures.

3. Quality is a journey, not a destination.

The objective of the quality program must be continuous improvement. The end
objective of the quality process must be satisfied customers.

The Quality Solution

The action that must be taken by management to make quality happen is as simple as 1-2-3:
1. Define quality
2. Control quality
3. Assure quality

After management becomes committed to the quality principles, the most effective method for
making these three actions happen is to establish a quality function. While a quality function is not
necessary to make quality happen, quality rarely happens without adequate attention devoted to
the quality objectives. As stated in the first key principle above, the quality function should be that
catalytic group which initiates quality improvement programs in order to make quality happen.
Management commitment is covered in Skill Category 2 and Skill Category 4 discusses the
quality function.

Best Practices

A practice is a specific implementation of a work process. For example, a practice would be one
organization’s process for estimating the amount of resources required for building a system.

A Best Practice is one of the most effective practices for performing a specific process. Best
Practices are normally identified by benchmarking, or by an independent assessment. Best
Practices are also identified through winners of quality competitions such as the Malcolm Baldrige
National Quality Award, Deming Prize, etc.
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Six Sigma Quality

Most people spend twelve or more years in an educational system in which grades of 90% or
higher, are considered excellent. However, in industry, 90% is not a good quality record. For
example, if one out of every ten tires fails, you have a 90% quality rating, but that is totally
unacceptable to tire customers.

Motorola developed a concept called “Six Sigma Quality” that focuses on defect rates, as opposed
to percent performed correctly. “Sigma” is a statistical term meaning one standard deviation. “Six
Sigma” means six standard deviations. At the Six Sigma statistical level, only 3.4 items per
million are outside of the acceptable level. Thus, the Six Sigma quality level means that out of
every one million items counted 999,996.6 will be correct, and no more than 3.4 will be defective.

Experience has shown that in most systems, a Four Sigma quality level is the norm. At the Four
Sigma level there are 6,120 defects per million parts, or about 6 defects per 1,000 opportunities, to
do a task correctly.

The key focus of companies implementing a Six Sigma program is to develop a good business
strategy that balances the cost, quality, features and availability considerations for products. A
valuable lesson learned is that decisions made must be tied to the bottom line for the company.
Companies should take care to use correct measurements for each situation, and to consider
measuring output of a process over time (not just a snapshot).

When considering a project to improve using Six Sigma, the following characteristics are
desirable. If one or more of these characteristics is missing, there will likely be barriers to success.
The project should clearly connect to business priorities.

The problem being solved should be very important, such as a 50% process
improvement.

The importance of the project should be clear to the organization.

The project should have a limited scope that can be completed in less than six
months.

The project should have clear, quantitative measures that define success.

Management should support and approve the project to ensure resources are
available, barriers are removed, and that the project continues over time.

Baselining and Benchmarking

Baselining is defining the current level of performance. For example, the number of defects
currently contained in a thousand lines of code is usually calculated quantitatively and can be used
to measure improvement.

Benchmarking involves a comparison of one organization’s, or one part of an organization’s,
process for performing a work task to another organization’s process, for the purpose of finding
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best practices or competitive practices that will help define superior performance of a product,
service or support process.

Skill Category 3 provides additional details on benchmarking, including types of benchmarking
and a four-step process for conducting benchmarking.

Earned Value

It is important that quality professionals be able to demonstrate that their work provides value to
their organization. Return-on-investment (ROI) that demonstrates the dollars returned for the
dollars invested is one of the more popular means to demonstrate value returned. However, ROl is
not designed to measure subjective values such as customer loyalty. There is no generally
accepted best way to measure the “value earned” from quality initiatives. It is recommended that
quality professionals use the method(s) recommended by their accounting function for calculating
earned value.

Quality Control and Quality Assurance

Very few individuals can differentiate between quality control and quality assurance. Most quality
assurance groups, in fact, practice quality control. This section differentiates between the two, and
describes how to recognize a control practice from an assurance practice.

Quality means meeting requirements and meeting customer needs, which means a defect-free
product from both the producer’s and the customer’s viewpoint. Both quality control and quality
assurance are used to make quality happen. Of the two, quality assurance is the more important.

Quality is an attribute of a product. A product is something produced, such as a requirement
document, test data, source code, load module or terminal screen. Another type of product is a
service that is performed, such as meetings with customers, help desk activities and training
sessions. Services are a form of products, and therefore, also contain attributes. For example, an
agenda might be a quality attribute of a meeting.

A process is the set of activities that is performed to produce a product. Quality is achieved
through processes. Processes have the advantage of being able to replicate a product time and time
again. Even in data processing, the process is able to replicate similar products with the same
quality characteristics.

Quality Assurance (QA) is associated with a process. Once processes are consistent, they can
"assure” that the same level of quality will be incorporated into each product produced by that
process.

Quality Control

Quality Control (QC) is defined as the processes and methods used to compare product quality to
requirements and applicable standards, and the action taken when a nonconformance is detected.
QC uses reviews and testing to focus on the detection and correction of defects before shipment of
products.
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Quality Control should be the responsibility of the organizational unit producing the product and
should be integrated into the work activities. Ideally the same group that builds the product
performs the control function; however, some organizations establish a separate group or
department to check the product.

Impediments to QC include the following:

Quality Control is often viewed as a police action
IT is often considered an art
Unclear or ineffective standards and processes

Lack of process training
Quality Control is the focus of Skill Category 7.

Understanding and Using the Just-In-Time (JIT) Technique

Just-in-time (JIT) is a revolutionary production system developed by Taiichi Ohno, a Toyota vice-
president. He examined and challenged a known manufacturing principle, and developed a
disciplined system that placed Toyota a quantum step ahead of their rivals in the Western
countries. This system, now known as, “the Toyota production system,” has set the standard for
world-class manufacturing. The concept may be adopted within IT.

The ultimate goal of JIT production is to supply each process with exactly the required items, in
exactly the required quantity, at exactly the required time. There are two conditions necessary to
reach this situation: large amounts of production flexibility, and very short lead times.

The basic difference between the old method of supply and the new system is that the concept of a
one-process department is eliminated. The same work tasks are no longer all performed in the
same work area. These highly specialized departments are replaced with mixed lines of processing
capabilities laid out in the sequence required to make the part or groups of parts. Parts having
similar size, shape, material, and processing sequence are allocated to those lines by a system
known as “group technology.” Parts are processed over these lines one at a time in very small
batches.

The key to JIT production is the ability of the production area to quickly switch from job to job
within a few moments. The manufacturing technique for doing this is known as SMED (single-
minute exchange of dies). This technique of quickly changing work capabilities can significantly
reduce the cost of doing work.

Another change from the traditional processing method is that a JIT shop uses a system called
“kanban,” which is a Japanese word for “visible record.” Kanban cards are like money in a cash-
and-carry store. The goods produced in one area can be viewed as for sale to other areas in the
process. Instead of producing work in one area and pushing them or giving them to the next
operation, the goods stay with the producing department until the next step in the process comes to
the preceding operation, and takes only what is needed. The traditional method of a “push”
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system, in which the work is pushed through the operation from beginning to end, is changed to a
“pull” system, in which data is only moved forward when it is needed by the next operation.

Toyota considers inventory to be at the root of all evil in a manufacturing plant. Inventory is used
as a protection, or buffer, for known trouble levels and schedule changes. It covers up systems
inadequacies and costs associated with carrying inventory that are not always apparent.

An important part of JIT is a high level of quality. Traditional plants define quality control as only
controlling the manufacturing process to ensure the product meets its specifications. Toyota’s
view of total quality control is much broader. All departments, not just the manufacturing
departments, focus their efforts on contributing to customer satisfaction, which is the ultimate
measure of success. They believe that only a customer who is 100 percent satisfied with a product
will return to buy another and advise his or her friends to do the same.

Of the three critical aspects of Toyota quality (war on waste, perfect quality, and employee
involvement), the human element, or employee involvement, is the most important. Management
in the work force forms a partnership where each party commits to the mutual success. While the
system is a revolutionary way to approach manufacturing, and is not just an inventory control
system, the implementation of JIT is driven by the goal of inventory reduction.

Just-in-time principles can be used in IT in the following ways:

A Systems development and maintenance tasks become driven when the user of an internal
or external product or service needs them. Programs would not be developed before they
are needed for test or production.

A Systems analysts and programmers would not be given information and documents to
store until they need them.

A Internal information processes would be designed so individuals can move from job to job
with minimal delay. For example, programmers should be able to stop working on one
program and start another within the JIT ten-minute turnover standard.

Quality Assurance

Quality Assurance (QA) is the set of activities (including facilitation, training, measurement and
analysis) needed to provide adequate confidence that processes are established and continuously
improved in order to produce products or services that conform to requirements and are fit for use.

QA is a staff function that prevents problems by heading them off, and by advising restraint and
redirection at the proper time. It is also a catalytic function that should promote quality concepts,
and encourage quality attitudes and discipline on the part of management and workers. Successful
QA managers know how to make people quality conscious and to make them recognize the
personal and organizational benefits of quality.

The major impediments to QA come from management, which is typically results oriented, and
sees little need for a function that emphasizes managing and controlling processes. Thus, many of
the impediments to QA are associated with processes, and include the following:
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Management does not insist on compliance to processes
Workers are not convinced of the value of processes
Processes become obsolete

Processes are difficult to use

Workers lack training in processes

Processes are not measurable

Measurement can threaten employees

Processes do not focus on critical aspects of products

Differentiating Between Quality Control and Quality Assurance

QC is an activity that verifies whether or not the product produced meets standards. QA is an
activity that establishes and evaluates the processes that produce the products. If there is no
process, there is no role for QA. Assurance would determine the need for, and acquire or help
install system development methodologies, estimation processes, system maintenance processes,
and so forth. Once installed, QA would measure them to find weaknesses in the process and then
correct those weaknesses to continually improve the processes.

It is possible to have quality control without quality assurance. For example, there might be a
standard that “ALTER GO TO” statements in COBOL should not be used. Regardless of whether
a program is produced using a system development process or done by an individual without a
process, it could still be checked to determine whether or not “ALTER GO TOs” are in the
program.

The following statements help differentiate QC from QA:

QC relates to a specific product or service.

QC verifies whether particular attributes exist, or do not exist, in a specific product
or service.

QC identifies defects for the primary purpose of correcting defects.

QC is the responsibility of the worker.

QA helps establish processes.

QA sets up measurement programs to evaluate processes.

QA identifies weaknesses in processes and improves them.

QA is a management responsibility, frequently performed by a staff function.

> > > > > > I

QA evaluates whether or not quality control is working for the primary purpose of
determining whether or not there is a weakness in the process.

A QA is concerned with all of the products that will ever be produced by a process.
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A QA is sometimes called quality control over quality control because it evaluates
whether quality control is working.

A QA personnel should not ever perform quality control unless doing it to validate
quality control is working.

Quality Pioneers Approach to Quality

Many individuals have contributed to the quality movement. Three individuals are highlighted
here because they have either organized a business to promote their concepts, or have a following.
These three are Dr. W. Edwards Deming, Philip Crosby and Dr. Joseph Juran.

Both Dr. Deming and Mr. Crosby have developed a set of quality principles. Dr. Juran is well
known for his trilogy and distinction between “little-Q quality and “big-Q” quality.

Dr. W. Edwards Deming

Dr. Deming defined 14 principles for quality, which formed the basis for the turnaround of the
Japanese manufacturing industry. He believed that all 14 principles must be used concurrently to
make quality happen. The 14 principles are discussed briefly below. Additional information can
be found in his book Out of the Crisis (see the References in Appendix B).

1. Create Consistency of Purpose in the Company

In quality-oriented companies, quality should be the cornerstone of the corporation.
All units within the organization should work toward common goals and purposes.
Within IT this can be translated to mean that the training department teaches the stan-
dards, operations is working for the same goals as systems programming, and systems
programming is dedicated to improving application performance. Assuring quality
involves:

A Innovating new approaches and allocating resources for long-term planning,
such as possible new service, new skills required, training and retraining of
personnel, satisfaction of the user.

A Putting resources into research, education and maintenance.
2. Learn the New Philosophy

We are in a new economic age. We can no longer live with commonly accepted levels
of mistakes, defects, material not suited to the job, people on the job that do not know
what the job is and are afraid to ask, failure of management to understand the
problems of the product in use; antiquated methods of training on the job; and inade-
quate and ineffective supervision. Acceptance of defective systems and poor work-
manship as a way of life is one of the most effective roadblocks to better quality and
productivity.
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3. Require Statistical Evidence of Information Technology Quality

There is no other way to know the quality that is being delivered and no other way to
achieve best economy and productivity. Managers must learn the statistical control of
quality. They must proceed under the new philosophy; the right quality characteristics
must be built in, without dependence on inspection.

4. Reduce the Number of VVendors

Requiring statistical evidence of quality control in the purchase of hardware and soft-
ware will mean, in most companies, drastic reduction in the number of vendors with
whom they deal. Companies will have to consider the cost of having two or more
vendors for the same item. A company will be lucky to find one vendor that can
supply statistical evidence of quality. A second vendor, if they cannot furnish
statistical evidence of their quality, will have higher costs than the one that can furnish
the evidence, or they will have to chisel on their quality, or go out of business. A
person that does not know his/her costs or whether today's distribution of quality can
be repeated tomorrow is not a good business partner.

5. Use Statistical Methods to Find Sources of Trouble

Which are user faults? Which faults belong to IT? Put responsibility where it belongs.
Do not rely on judgment because it always gives the wrong answer on the question of
where the fault lies. Statistical methods make use of knowledge of the subject matter
where it can be effective, but supplant it where it is a hazard.

Constantly improve the system. This obligation never ceases. Most people in manage-
ment do not understand that the system (their responsibility) is everything not under
the governance of a user.

6. Institute Modern Aids to Training on the Job

Training must be totally reconstructed. Statistical methods must be used to learn when
training is finished, and when further training would be beneficial. A person once
hired and trained and in statistical control of his/her own work, whether it be
satisfactory or not, can do no better. Further training cannot help. If their work is not
satisfactory, move them to another job, and provide better training there.

7. Improve Supervision

Supervision belongs to the system, and is the responsibility of management.

A Project leaders must have more time to help people on the job.

A Statistical methods are vital aids to the project leader to indicate whether the
fault lies locally or in the system.

A The usual procedure, by which a project leader calls the worker's attention to
every defect or to half of them, may be wrong — is certainly wrong in most
organizations — and defeats the purpose of supervision.
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8. Drive Out Fear

Most people on a job, and even in management positions, do not understand what the
job is, or what is right versus wrong. Moreover, it is not clear to them how to find out.
Many of them are afraid to ask questions or to report trouble. The economic loss from
fear is appalling. It is necessary, for better quality and productivity, that people feel
secure.

Another related aspect of fear is the inability to serve the best interest of the company
through necessity to satisfy specified rules, or to satisfy a production quota, or to cut
costs by some specified amount.

One common result of fear is seen in inspection. An inspector records incorrectly the
result of an inspection for fear of overdrawing the quota of allowable defectives of the
work force.

9. Break Down Barriers Between Departments

People in user areas must learn about the problems encountered with various technolo-
gies and specifications in system design and operation. Otherwise, there will be losses
in production from necessity of reruns and from attempts to use systems unsuited to
the purpose. Why not have users spend time in the IT department to see the problems
and hear about them?

10. Eliminate Numerical Goals, Slogans, Pictures, Posters Urging People to Increase
Productivity, Sign Their Work as an Autograph, etc.

"Zero Defects" is an example. Posters and slogans like these never helped anyone do a
better job. Numerical goals often have a negative effect through frustration. These
devices are management's lazy way out. They indicate desperation and incompetence
of management. There is a better way.

11. Look Carefully at Work Standards

Do they take account of quality, or only numbers? Do they help anyone do a better
job? How old are they? Work standards are costing as much loss as poor materials and
mistakes. In hundreds of companies any day, people stand around the last hour or two
waiting for the whistle to blow. They have completed their quotas for the day. Is this
good for the competitive position of any industry? Ask these people. They are
unhappy doing nothing, and would rather work.

12. Institute a Massive Training Program for Employees in Simple but Powerful
Statistical Methods

Thousands of people must learn rudimentary statistical methods. One in 500 must
spend the necessary ten years to become a statistician. This training will be a costly
affair.
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13. Institute a Vigorous Program for Retraining People in New Skills

The program should keep up with changes in technology and methods and, if advanta-
geous, new hardware.

14. Create a Structure in Top Management that Will Push Every Day on the Above 13
Points

Make maximum use of statistical knowledge and talent in your company. Top
management will require guidance from an experienced consultant, but the consultant
cannot take on obligations that only the management can carry out.

Philip Croshy

Philip Crosby has developed 14 steps for an organization to follow in building an effective quality
program. These are:

1. Management Commitment

Clarify where management stands on quality. It is necessary to consistently produce
conforming products and services at the optimum price. The device to accomplish this
is the use of defect prevention techniques in the operating departments: engineering,
manufacturing, quality control, purchasing, sales, and others. Management must
ensure that no one is exempt.

2. The Quality Improvement Team

They run the quality improvement program. Since every function of an operation
contributes to defect levels, every function must participate in the quality improvement
effort. The degree of participation is best determined by the particular situation that
exists. However, everyone has the opportunity to improve.

3. Quality Measurement

Communicate current and potential nonconformance problems in a manner that
permits objective evaluation and corrective action. Basic quality measurement data is
obtained from the inspection and test reports, which are broken down by operating
areas of the plant. By comparing the rejection data with the input data, it is possible to
know the rejection rates. Since most companies have such systems, it is not necessary
to go into them in detail. It should be mentioned that unless this data is reported
properly, it is useless. After all, their only purpose is to warn management of serious
situations. They should be used to identify specific problems needing corrective
action, and the quality department should report them.

4. The Cost of Quality

Define the ingredients of the COQ and explain its use as a management tool. See
“Quality Concepts” on page 46 where COQ was defined and examples provided.
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5. Quality Awareness

Provide a method of raising the personal concern felt by all personnel in the company
toward the conformance of the product or service and the quality reputation of the
company. By the time a company is ready for the quality awareness step, they should
have a good idea of the types and expense of the problems being faced. The quality
measurement and COQ steps will have revealed them.

6. Corrective Action

Provide a systematic method of permanently resolving the problems that are identified
through previous action steps. Problems that are identified during the acceptance
operation or by some other means must be documented and then resolved formally.

7. Zero Defects Planning

Examine the various activities that must be conducted in preparation for formally
launching the Zero Defects (ZD) program - The quality improvement task team
should list all the individual action steps that build up to ZD day in order to make the
most meaningful presentation of the concept and action plan to personnel of the
company. These steps, placed on a schedule and assigned to members of the team for
execution, will provide a clean energy flow into an organization-wide ZD
commitment. Since it is a natural step, it is not difficult, but because of the significance
of it, management must make sure it is conducted properly.

8. Supervisor Training

Define the type of training supervisors need in order to actively carry out their part of
the quality improvement program. The supervisor, from the board chairman down, is
the key to achieving improvement goals. The supervisor gives the individual
employees their attitudes and work standards, whether in engineering, sales, computer
programming, or wherever. Therefore, the supervisor must be given primary
consideration when laying out the program. The departmental representatives on the
task team will be able to communicate much of the planning and concepts to the
supervisors, but individual classes are essential to make sure that they properly
understand and can implement the program.

9. ZD Day

Create an event that will let all employees realize through personal experience, that
there has been a change. Zero Defects is a revelation to all involved that they are
embarking on a new way of corporate life. Working under this discipline requires
personal commitments and understanding. Therefore, it is necessary that all members
of the company participate in an experience that will make them aware of this change.

10. Goal Setting

Turn pledges and commitments into action by encouraging individuals to establish
improvement goals for themselves and their groups. About a week after ZD day,

63



GUIDE TO CSQA 2006 CBOK

individual supervisors should ask their people what kind of goals they should set for
themselves. Try to get two goals from each area. These goals should be specific and
measurable.

11. Error-Cause Removal

Give the individual employee a method of communicating to management the
situations that make it difficult for the employee to fulfill the pledge to improve. One
of the most difficult problems employees face is their inability to communicate
problems to management. Sometimes they just put up with problems because they do
not consider them important enough to bother the supervisor. Sometimes supervisors
don’t listen anyway. Suggestion programs are some help, but in a suggestion program
the worker is required to know the problem and also propose a solution. Error-cause
removal (ECR) is set up on the basis that the worker need only recognize the problem.
When the worker has stated the problem, the proper department in the plant can look
into it. Studies of ECR programs show that over 90% of the items submitted are acted
upon, and fully 75% can be handled at the first level of supervision. The number of
ECRs that save money is extremely high, since the worker generates savings every
time the job is done better or quicker.

12. Recognition

Appreciate those who participate. People really don’t work for money. They go to
work for it, but once the salary has been established, their concern is appreciation.
Recognize their contribution publicly and noisily, but don’t demean them by applying
a price tag to everything.

13. Quality Councils

Bring together the professional quality people for planned communication on a regular
basis. It is vital for the professional quality people of an organization to meet regularly
just to share their problems, feelings, and experiences, with each other. Primarily
concerned with measurement and reporting, isolated even in the midst of many fellow
workers, it is easy for them to become influenced by the urgency of activity in their
work areas. Consistency of attitude and purpose is the essential personal characteristic
of one who evaluates another’s work. This is not only because of the importance of the
work itself but because those who submit work unconsciously draw a great deal of
their performance standard from the professional evaluator.

14. Do it Over Again

Emphasize that the quality improvement program never ends. There is always a great
sign of relief when goals are reached. If care is not taken, the entire program will end
at that moment. It is necessary to construct a new quality improvement team, and to let
them begin again and create their own communications.

64



SKILL CATEGORY 1

Dr. Joseph Juran

Dr. Juran believed that managing for quality required the same attention that other functions
typically receive. To ensure that adequate attention was given, he developed a trilogy consisting of
three interrelated, basic managerial phases/processes: quality planning, quality control and quality
improvement. These are known as “The Juran Trilogy” or “The Quality Trilogy.”

A

Quality Planning

The purpose of this phase is to create a process that enables goals to be met. In developing the
process, quality planning should identify customers and their needs, and then incorporate
those needs into the product and process designs. The planning process should also attempt to
avoid costly deficiencies, such as rework, and optimize the company performance. This phase
occurs before the process is used to produce a product.

Quality Control

Quality control takes place at all levels in the organization, with everyone using the same
feedback loop. Dr. Juran believed that in order to achieve control, processes must have
numerical measures and adjustment capabilities. When products are produced from the
process, there will always be some acceptable (inherent) variation; and the occasional spikes
(those representing special causes of variation) should be investigated. Management should
strive to give process users the capability of making the necessary adjustments to control the
process. He refers to this as “self-control”. When the process is being designed, control should
be part of the planning process. Typically quality control will be performed to prevent defects
from worsening; it will not focus on the process.

Quality Improvement

At some point in the quality control phase, the continuous loop of product deficiencies will be
traced back to the planning process, and the problems will be seen as an opportunity to
improve. Improvements will be made to revise the process, and problems will become less
than originally planned.

Dr. Juran believed that business processes presented a major opportunity for improvement. He
developed a structured approach for improvement, which included the following list of
responsibilities for senior managers that could not be delegated:

Create an awareness of the need and an opportunity for improvement
Mandate quality improvement; make it part of every job description

Create the infrastructure: establish a quality council, select projects to improve,
appoint teams and provide facilitators

Provide training in how to improve quality
Review progress regularly
Recognize winning teams

Propagandize the results

65



GUIDE TO CSQA 2006 CBOK

In addition to his Trilogy, Dr. Juran is also known for his distinction between “little-Q” quality
and “big-Q” quality. Prior to TQM there was only “little-Q”, which he called the narrow focus on
quality. “Little-Q” quality is considered important, but it has a limited scope and impact, such as a
team of people and their manager improving a specific work process. Dr. Juran referred to “big-
Q” quality as the new focus on quality. An example of “big-Q” quality is cross-functional teams
throughout an organization working to prevent problems. While the scope of “little-Q” quality is a
specific departmental mission, the scope of “big-Q” quality emphasizes the coordination of
various activities conducted in other functions and groups so that all plans contribute to achieving
the organization’s goals for quality.

Total Quality Management
A Managerial Philosophy Based on the Work of the Pioneers

Total quality management (TQM) is the term used by many to indicate an organization-wide
effort of continuous process improvement. The Federal Quality Institute defines TQM as a
strategic, integrated management system for achieving customer satisfaction, which involves all
managers and employees and uses quantitative methods to continuously improve an organization's
processes.

Some additional thoughts on TQM include:

A The improved performance is directed toward satisfying such cross-functional
goals as quality, cost, schedule, mission, need and suitability.

TQM is a process of controlled change.

Central to the TQM approach is the change in management philosophy regarding
the "responsibility for quality.” Formerly it rested with a separate group of
individuals in a department/directorate/division often designated as quality
assurance. Under TQM, the responsibility rests with every employee, beginning
with top management. Skill Category 2 provides additional insight into the change
in management philosophy, new behaviors for management and leadership.

A TQM is accomplished using a team organization; both management and the
employees are members of "quality teams™ (also called process improvement or
process action teams), that focus on continuous process improvement (see Skill
Category 2 regarding teams in general, and Skill Category 6 regarding process
improvement teams). Suggestions to improve the quality of a particular process
should come from the employees and the managers who work in the process, as
they know it best.

A Communication must be encouraged to allow employees and management to
work together to reach the mutual goal of continuous process improvement. Skill
Category 2 contains several topics related to communication.

A The timing, sequence, method of implementation, and integration of these
elements will vary from one organization to another.
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A Professional literature addresses concepts by different names. Thus, terms like
TQM or quality management, which are popular one year, may fall out of favor
the next year. Readers should associate these activities with the term that is used

within your organization.
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Purposeful Stands and sits straight. Walks briskly. Knows where he or
she is going and how to get there. Looks people directly in the
eye.

Competent Organizes thoughts before speaking; is brief, simple, specific,

and direct. Stays calm. Does not appear rushed or harried.

Analytical Does more asking than telling; listens to the answers. Does not
accept generalities.

Decisive States the problem, then the solution. Always talks straight.
Does not waste time.

Confident Talks about challenges, not obstacles. Is not tense with
superiors. Knows the art of casual conversation.

Appearance Dresses up one level.

Conformity Behavior of Individuals in a Group

Studies indicate that individuals tend to conform to a perceived group standard. This research
finding has been demonstrated repeatedly and has become one of the "givens" of industrial
psychology. While it is not a complex skill to understand and observe, it can be difficult to put into
practice effectively.

Conformity behavior states that individuals in a group tend to conform to an acceptable standard
of behavior by the group. For example, people walk into an elevator and face the door. Facing the
door is a perceived group standard that has general acceptance, therefore, when one person in the
elevator faces the door, others coming into the elevator will do the same.

Establishing the group standard is more difficult than conforming to it. A study by M. Blake
Lefkowitz, as reported in the Journal of Abnormal and Social Psychology, indicated that there is
greater conformity to a high-status person than to a low-status person. The study showed that if a
high-status person crossed a street against the light, more people would follow that person than
would follow a low-status person crossing against the light. This indicates that one factor used in
establishing a group standard is the status of individuals setting that standard. In the Lefkowitz
study, status was established by dress and image, but could be expanded to include such things as
leadership, technical skill, and years of experience when equated to an IT environment.

The key elements in conformity behavior are:

A 1dentifying a group

Establish the group for which conformity of behavior is desired. In data processing people
may be grouped into such categories as programmers, the data processing department, end
users, etc.
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A Desired group standard

Establish the standard for which conformity behavior is wanted. Groups at large tend to
establish their own standard, but, in the performance of work, the manager likely sets the
group standard. Or, it could be established by an independent party and then introduced into
the group.

A How to deal with nonconformity

Society has its way of dealing with nonconformity, such as exclusion from the group, nasty
comments, and so forth. However, when conformity behavior is used to change the
environment, it must be dealt with.

To modify behavior, select a behavior change that can occur through group dynamics. Then select
a respected leader and give him or her the desired standard. The leader now conforms to that
standard, and, if group behavior works correctly, the group will follow that behavior without
extensive instruction. For example, a quality management environment stresses the importance of
communication. In support of this concept, senior management may choose to set a new standard
of an open-door policy. Senior management would discuss the value of this with their managers
and provide positive feedback to those opting to use the open-door policy. Managers would see
the benefits and would in turn follow their manager’s lead. Group dynamics would result in the
majority of the management chain opting to institute the same open-door policy.

Resolving Customer Complaints

Complaints are the customers' way of indicating they are having a problem. Quality promotes
turning problems into opportunities. Thus, while resolving a customer complaint the opportunity
can be used to improve customer relationships.

Research shows that complaints must be resolved within four minutes and the customer should be
receiving a solution to his or her problem. Dr. Leonard Zunin, a human relations consultant, in his
book Contact: The First Four Minutes, states that unless a customer is satisfied within four
minutes, the customer will give up on you. They will sense that you have not accepted the urgency
of the problem they are expressing to you. You have not accepted the problem as your problem,
and you are not the one to solve their problem.

To resolve the customer's problem, execute the following four-step complaint-resolution process:

1. Get on your customer's wavelength — The first step in the resolution process is to show
concern about the customer's problem by performing the following acts:

A Get on the same physical wavelength. Establish a position for mutual discussion.
Stand if your customer is standing, or ask the customer to sit and then sit after the
customer complies.

A Give undivided attention to the customer. Comments to a secretary or receptionist,
such as, "Do not interrupt us,"” show sincere interest.

A Physically display interest. Assume a body position, gestures, and tone of voice
that show concern.
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A React positively to the customer's concern, showing empathy. For example, if the
customer indicates you have caused great inconvenience to your customer's staff,
apologize for causing this type of problem to occur.

2. Get the facts — The problem cannot be dealt with until the problem (not symptoms) is
known. An angry person more likely tells symptoms than problems. As a second step:

A Ask probing questions. Request an example of the problem, samples of defective
products, and sources of information.

A Take detailed notes. Write down names, amounts in question, order numbers,
dates or times at which events happened, and specific products and parts of
products where problems occurred.

A Obtain feelings and attitudes. The problem may be more emotional than factual,
but emotions need to be dealt with. Find out how a person feels about what has
happened; find out what his or her colleagues or boss feels about the problem.

A Listen carefully, through the words, to what is being said so that the real problem
can be identified. See “Achieving Effective Listening” on page 108 for details.

3. Establish and initiate an action program — Third, even if the complaint does not appear
reasonable, action still needs to be taken to determine the validity of the facts, and to
pacify the complainer. In taking action:

A If you are responsible for the error, admit it and apologize for it. Do not minimize
the seriousness of the error.

A Negotiate a satisfactory resolution with the customer by suggesting a solution and
getting agreement. State the solution again, to ensure customer agreement. The
solution may be to conduct an investigation and follow-up with the customer to
determine next steps.

A Immediately take the action that was agreed to. Just as it is important to begin
communicating a solution within four minutes, it is important to resolve the action
quickly.

A Note - if you are not personally responsible for the problem, still be empathetic;
talk about the steps that you will take to get the issue resolved. If resolution of the
issue requires another person, make sure to communicate the name of that person
and his or her contact information to the customer.

4. Follow up with the customer — Fourth, after the agreed upon action has been taken,
follow up with the customer to ascertain that the result is satisfactory. If the customer
remains unsatisfied, return to step 3 and renegotiate a solution. The problem could be a
difference in believing what the solution was. Words do not always convey exactly
what was meant.

Written Reports

While QA analysts write many types of documents, reports to management are the focus of this
section, because written reports are often used to judge the QA analyst’s ability to write.
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Good ideas are of little value unless they are accepted and implemented. The QA report is
designed to convey information and to change behavior. QA analysts write a report, distribute it
and follow up on the recommendations. The value of the quality function can be rated on whether
management accepts the report. Thus, the report must be comprehensive, identifying the scope,
explaining the factual findings, and suggesting recommendations. The report must be written
clearly and effectively enough to cause action to be taken, and must include all information
necessary to attain that end.

To write a good report the QA analyst should perform these ten tasks:

1. Establish report objectives and desired management actions

Writing a successful report requires a clear understanding of both the report objectives
(what the QA analyst hopes the report will accomplish) and the desired action (what
the QA analyst wants management to do after reading the report).

2. Gather factual data (i.e., findings) and recommendations

Ensure that relevant evidence supporting the data and recommendations is
incorporated into the report. Failure to include this will adversely affect the credibility
of the quality function and management will almost certainly disagree with the factual
information in the report.

3. Develop a report outline

A good report has no more than three objectives and three actions. Too much data or
too many requests overwhelm the reader. If several items need reporting to
management, rank the objectives according to priority, and report only the three most
important. List small items in an appendix or a supplemental letter.

4. Draft the report

General principles of writing any report apply to a QA report. Consider using the
presentation tools discussed in Skill Category 4. The QA analyst should also
remember the following potential problem areas:

A Keep the quality-oriented language at a level that can be understood by
management, and explain any technical jargon of quality.

A Provide enough information to make implementing the recommendations
possible.

A Ensure there is adequate time to write the report.
5. Review the draft for reasonableness

The author should review the report to verify that the data gathered adequately
supports the findings and recommendations, and that the information is presented
clearly.
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6. Have the report reviewed for readability

At least one person other than the author should look at the report objectively, from
the perspective of the target audience, to assess the impression the report will make on
its readers, and the impact it will have in changing managerial behavior. Appearance,
wording, and effectiveness of the report are evaluated by considering the following
questions:

A Does the report appear to have been developed by a professional and
knowledgeable group?
Do | understand what the report is trying to tell me?

Would a person associated with the report topic find the information in the
report offensive or disparaging? If so, would they be more concerned with
developing countermeasures than with implementing the recommendations?

A Does the report adequately build a case for implementing the
recommendations?

A Does the report clearly differentiate between important and less critical items?
7. Review the report with involved parties

To recognize the importance of findings and recommendations, they should be
discussed with affected parties before issuing the final report so that their support can
be solicited.

8. Review the report with management

When the report is complete, the QA analyst should meet with management to explain
the report and to obtain their concurrence. Any issues should be addressed and
corrected.

9. Finalize the report

After incorporating any review comments make any final edits to the report.

10. Distribute the report and follow up

Distribute the final report to the appropriate parties, and follow up to ensure that
appropriate action is taken.

Process Improvement Teams

Improving process is most effective when the users of that process are involved in improving the
process. The users of the process know the strengths and weaknesses of the process; they know
the type of process changes that can facilitate the use of the process.

Process improvement in most organizations is performed by a team of stakeholders. The
stakeholders are those individuals who have a vested interest in improving the process. The
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organization and operation of the team, is the same as any other team. The preceding section has
addressed the team dynamics. They are applicable to process improvement teams.

Skill Category 6, which addresses defining, building, implementing and improving work
processes, has a process to be followed to improve processes. Process improvement teams should
use that or an equivalent process as a means for improving the work processes.

Quality Environment

The quality environment is the totality of practices that management uses that effects how workers
performed. It is the attitudes, values, ethics, policies, procedures and behavior of management that
sets the example for work in the organization. For example, if management is ethical and
customers over pay their accounts, they will be refunded the overpayment. If IT management
recognizes that they would not have any work task to perform for the users, then the users will be
treated as very important people and their desires would be important to the IT organization. On
the other hand, if IT users are viewed as not knowing the requirements and over demanding, they
will be treated as unimportant to the IT organization.

In business and accounting literature, the environment is referred to in many different ways. In
accounting literature it is sometimes called the *“control environment,” other times the
“management environment,” and sometimes just the environment in which work is performed.
For the purpose of this skill category, we will refer to it as the “quality environment.” What is
important to understand is that the environment significantly impacts the employee’s attitude
about complying with policies and procedures. For example, if IT management conveys that they
do not believe that following the system development methodology is important, project personnel
most likely will not follow that system development methodology. Likewise, if IT management
conveys a lack of concern over security, employees will be lax in protecting their passwords and
securing confidential information.

The quality environment has a pervasive influence on the way business activities are structured,
objectives established, and risks assessed.

The Six Attributes of an Effective Quality Environment

Five major accounting associations (i.e., Financial Executives International, American Institute of
Public Accountants, American Accounting Association, The Institute of Internal Auditors, and the
Institute of Management Accountants), which is referred to as COSO (Committee of Sponsoring
Organizations), was organized to provide guidance on evaluating internal control. They issued this
guidance as the COSO Internal Control Framework. The COSO Framework identified the six
quality attributes. For each attribute, they listed several control objectives that if implemented
would define each of the six attributes.

The six attributes are briefly described below together with the COSO control objectives for that
attribute.
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The following six attributes are the key attributes of an effective quality environment:

A Integrity and Ethical Values

Management must convey the message that integrity and ethical values cannot be
compromised, and employees must receive and understand that message. Management must
continually demonstrate, through words and actions, a commitment to high ethical standards.
The control objectives for this attribute are:

A Existence and implementation of codes of conduct and other policies regarding
acceptable business practice, conflicts of interest, or expected standards of ethical
and moral behavior.

A Establishment of the “tone at the top” — including explicit moral guidance about
what is right and wrong — and extent of its communication throughout the
organization.

A Dealings with employees, suppliers, customers, investors, creditors, insurers,
competitors, and auditors, etc. (e.g., whether management conducts business on a
high ethical plane, and insist that others do so, or pay little attention to ethical
issues).

A Appropriateness of remedial action taken in response to departures from approved
policies and procedures or violations of the code of conduct. Extent to which
remedial action is communicated or otherwise becomes known throughout the
entity.

Management’s attitude towards intervention or overriding established controls.

Pressure to meet unrealistic performance targets — particularly for short-term
results — and extent to which compensation is based on achieving those
performance targets.

A Commitment to Competence

Management must specify the level of competence needed for particular jobs, and translate the
desired levels of competence into requisite knowledge and skills. The control objectives for
this attribute are:

A Formal or informal job descriptions or other means of defining tasks that comprise
particular jobs.
A Analyses of the knowledge and skills needed to perform jobs adequately.
A Management’s Philosophy and Operating Style

The philosophy and operating style of management has a pervasive effect on an entity. These
are, of course, intangibles, but one can look for positive or negative signs. The control
objectives for this attribute are:

A Nature of business risks accepted, e.g., whether management often enters into
particularly high-risk ventures, or is extremely conservative in accepting risks.
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A Personnel turnover in key functions, e.g., operating, accounting, data processing,
internal audit.

A Management’s attitude toward the data processing and accounting functions, and
concerns about the reliability of financial reporting and safeguarding of assets.

A Frequency of interaction between senior management and operating management,
particularly when operating from geographically removed locations.

A Attitudes and actions towards financial reporting, including disputes over
application of accounting treatments (e.g., selection of conservative versus liberal
accounting policies, whether accounting principles have been misapplied,
important financial information not disclosed, or records manipulated).

A Organizational Structure

The organizational structure shouldn’t be so simple that it cannot adequately monitor the
enterprise’s activities nor so complex that it inhibits the necessary flow of information.
Executives should adequately understand their control responsibilities and possess the
requisite experience and levels of knowledge commensurate with their positions. The control
objectives for this attribute are:

A Appropriateness of the entity’s organizational structure, and its ability to provide
the necessary information flow to manage its activities.

A Adequacy of definition of key managers’ responsibilities, and their understanding
of these responsibilities.

A Adequacy of knowledge and experience of key managers in light of
responsibilities.

Appropriateness of reporting relationships.

Extent to which modifications to the organizational structure are made in light of
changed conditions.

A Assignment of Authority and Responsibility

The assignment of responsibility, delegation of authority and establishment of related policies
provide a basis for accountability and control, and sets forth-respective roles in the
organization. The control objectives for this attribute are:

A Assignment of responsibility and delegation of authority to deal with
organizational goals and objectives, operating functions and regulatory
requirements, including responsibility for information systems and authorization
for changes.

A Appropriateness of control-related standards and procedures, including employee
job descriptions.

A Appropriate numbers of people, particularly with respect to data processing and
accounting functions, with the requisite skill levels relative to the size of the entity
and nature and complexity of activities and systems.

A Appropriateness of delegated authority in relation to assigned responsibilities.
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A Human Resource Policies and Practices

Human resource policies are central to recruiting and retaining competent people to enable the
entity’s plans to be carried out so its goals can be achieved. The control objectives for this
attribute are:

A Extent to which policies and procedures for hiring, training, promoting and
compensating employees are in place.

A Appropriateness of remedial action taken in response to departures from approved
policies and procedures.

A Extent to which personnel policies address adherence to appropriate ethical and
moral standards.

A Adequacy of employee candidate background checks, particularly with regard to
prior actions or activities considered to be unacceptable by the entity.

A Adequacy of employee retention and promotion criteria and information-gathering
techniques (e.g., performance evaluations) and relation to the code of conduct or
other behavioral guidelines.

The Core Values and Concepts Included in the Malcolm Baldrige National Quality
Award Model

The Malcolm Baldrige National Quality Award Model was established by an act of the United
States Congress. It is a model used by organizations to assess, or have assessed, their quality
management system.

The core values and concepts in the Malcolm Baldrige National Quality Award Model are another
way to define the quality environment. The core values used have been defined, extended and
approved over a period of years.

The criteria for evaluating corporate performance excellence are designed to help organizations
use an integrated approach to organizational performance management that results in:

A Delivery of ever-improving values to customers, contributing to marketplace
success

A Improvement of overall organizational effectiveness and capabilities

A Organizational and personal learning

To a large degree, an organization is built on its core values. Core values help to define, to the
Board of Directors, management and employees of the corporation and how they should perform
their day-to-day activities.

Core Values and Concepts

The core values and concepts on which the Malcolm Baldrige National Quality Award model is
based are:

A Visionary leadership
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Customer-driven excellence
Organizational and personal learning
Valuing employees and partners
Agility

Focus on the future

Managing for innovation

A management by fact

Social responsibility

Focus on results and creating value

A Systems perspective

These values and concepts, described below, are embedded beliefs and behaviors found in high-
performing organizations. They are the foundation for integrating key business requirements
within a results-oriented framework that creates a basis for action and feedback.

Visionary Leadership

An organization’s senior leaders should set directions and create a customer focus, clear and
visible values, and high expectations. The directions, values, and expectations should balance the
needs of all stakeholders. Leaders should ensure the creation of strategies, systems, and methods
for achieving performance excellence, stimulating innovation, building knowledge and
capabilities, and ensuring organizational sustainability. The values and strategies should help
guide all of the organization’s activities and decisions. Senior leaders should inspire and motivate
the entire workforce and should encourage all employees to contribute, to develop and learn, to be
innovative, and to be creative. Senior leaders should be responsible to the organization’s
governance body for their actions and performance. The governance body should be responsible
ultimately to all stakeholders for the ethics, actions, and performance of the organization and its
senior leaders.

Senior leaders should serve as role models through their ethical behavior and their personal
involvement in planning, communications, coaching, development of future leaders, review of
organizational performance, and employee recognition. As role models, they can reinforce ethics,
values, and expectations while building leadership, commitment, and initiative throughout the
organization.

Customer-Driven Excellence

Quality and performance are judged by an organization’s customers. An organization must take
into account all product and service features and characteristics and all modes of customer access
that contribute value to customers. Such behavior leads to customer acquisition, satisfaction,
preference, referral, retention and loyalty, and business expansion. Customer-driven excellence
has both current and future components: understanding today’s customer desires and anticipating
future customer desires and marketplace potential.
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Value and satisfaction may be influenced by many factors throughout the customers’ overall
purchase, ownership, and service experiences. These factors include the organization’s
relationships with customers that help to build trust, confidence and loyalty.

Customer-driven excellence means much more than reducing defects and errors, meeting
specifications, or reducing complaints. Nevertheless, these factors contribute to the customers’
view of the organization and thus are important parts of customer-driven excellence. In addition,
the organization’s success in recovering from defects and mistakes is crucial to retaining
customers and building customer relationships.

Customer-driven organizations address not only the product and service characteristics that meet
basic customer requirements but also those features and characteristics that differentiate products
and services from competing offerings. Such differentiation may be based upon new or modified
offerings, combinations of product and service offerings, customization of offerings, multiple
access mechanisms, rapid response, or special relationships.

Customer-driven excellence is thus a strategic concept. It is directed toward customer retention
and loyalty, market share gain, and growth. It demands constant sensitivity to changing and
emerging customer and market requirements and to the factors that drive customer satisfaction and
loyalty. It demands listening to the customers. It demands anticipating changes in the marketplace.
Therefore, customer-driven excellence demands awareness of developments in technology and
competitors’ offerings, as well as rapid and flexible response to customer and market changes.

Organizational and Personal Learning

Achieving the highest levels of business performance requires a well-executed approach to
organizational and personal learning. Organizational learning includes both continuous
improvement of existing approaches and significant change, leading to new goals and approaches.
Learning needs to be embedded in the way the organization operates. This means that learning is:

1. Aregular part of daily work;

2. Practiced at personal, work unit, and organizational levels;

3. Arresult of solving problems at their source (“root cause”);

4. Focused on building and sharing knowledge throughout the organization; and
5. Driven by opportunities to effect significant, meaningful change.

Sources for learning include employees’ ideas, research and development (R&D), customers’
input, best practice sharing, and benchmarking.

Organizational learning can result in:
1. Enhancing value to customers through new and improved products and services;

2. Developing new business opportunities;
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3. Reducing errors, defects, waste, and related costs;
4. Improving responsiveness and cycle time performance;
5. Increasing productivity and effectiveness in the use of all your resources; and

6. Enhancing the organization’s performance in fulfilling its societal responsibilities
and its service to the community as a good citizen.

Employees’ success depends increasingly on having opportunities for personal learning and on
practicing new skills. Organizations invest in employees’ personal learning through education,
training and other opportunities for continuing growth and development. Such opportunities might
include job rotation and increased pay for demonstrated knowledge and skills. On-the-job training
offers a cost-effective way to train and to better link training to your organizational needs and
priorities. Education and training programs may benefit from advanced technologies, such as
computer Internet-based learning and satellite broadcasts.

Personal learning can result in:
1. More satisfied and versatile employees who stay with the organization.
2. Organizational cross-functional learning.
3. The building of the organization’s knowledge assets.
4. An improved environment for innovation.

Thus, learning is directed not only toward better products and services but also toward being more
responsive, adaptive, innovative, and efficient — giving the organization marketplace sustainability
and performance advantages and giving employees satisfaction and motivation to excel.

Valuing Employees and Partners

An organization’s success depends increasingly on the diverse backgrounds, knowledge, skills,
creativity, and motivation of all its employees and partners.

To value employees means committing to their satisfaction, development, and well-being.
Increasingly, this involves more flexible, high-performance work practices tailored to employees
with varying workplace and home life needs. Major challenges in the area of valuing employees
include:

1. Demonstrating the organizational leaders’ commitment to the employees’ success,
2. Providing recognition that goes beyond the regular compensation system,
3. Offering development and progression within the organization,

4. Sharing the organization’s knowledge so the employees can better serve the
customers and contribute to achieving the strategic objectives,
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5. Creating an environment that encourages risk taking and innovation, and
6. Creating a supportive environment for a diverse workforce.

Organizations need to build internal and external partnerships to better accomplish overall goals.
Internal partnerships might include labor-management cooperation. Partnerships with employees
might entail employee development, cross-training or new work organizations, such as high-
performance work teams. Internal partnerships also might involve creating network relationships
among the work units to improve flexibility, responsiveness, and knowledge sharing.

External partnerships might be with customers, suppliers, and education organizations. Strategic
partnerships or alliances are increasingly important kinds of external partnerships. Such
partnerships might offer entry into new markets or a basis for new products or services.
Partnerships might permit the blending of the organization’s core competencies and leadership
capabilities with the complementary strengths and capabilities of partners.

Successful internal and external partnerships develop longer-term objectives, thereby creating a
basis for mutual investments and respect. Partners should address the key requirements for
success, means for regular communication, approaches to evaluating progress, and means for
adapting to changing conditions. Joint education and training could offer a cost-effective method
for employee development.

Agility

Success in globally competitive markets demands agility — a capacity for rapid change and
flexibility. E-business requires and enables more rapid, flexible, and customized responses.
Businesses face ever-shorter cycles for the introduction of new/improved products and services, as
well as for faster and more flexible responses to customers. Major improvements in response
times often require simplification of work units and processes or the ability for rapid changeover
from one process to another. Cross-trained and empowered employees are vital assets in such a
demanding environment.

A major success factor in meeting competitive challenges in the design-to-introduction (product or
service initiation) or innovation cycle time. To meet the demands of rapidly changing global
markets, organizations need to carry out stage-to-stage integration (such as concurrent
engineering) of activities from research or concept to commercialization.

All aspects of time performance now are more critical, and cycle time has become a key process
measure. Time improvements often drive simultaneous improvements in organization, quality,
cost, and productivity.

Focus on the Future

In today’s competitive environment, creating a sustainable organization requires understanding the
short- and longer-term factors that affect the business and marketplace. Pursuit of sustainable
growth and market leadership requires a strong future orientation and a willingness to make long-
term commitments to key stakeholders — the customers, employees, suppliers and partners,
stockholders, the public and the community.
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The organization’s planning should anticipate many factors, such as customers’ expectations, new
business and partnering opportunities, employee development and hiring needs, the increasingly
global marketplace, technological developments, the evolving E-business environment, changes in
customer and market segments, evolving regulatory requirements, community and societal
expectations, and strategic moves by competitors. Strategic objectives and resource allocations
need to accommodate these influences. A focus on the future includes developing employees and
suppliers, doing effective succession planning, creating opportunities for innovation, and
anticipating public responsibilities.

Managing for Innovation

Innovation means making meaningful change to improve an organization’s products, services,
processes, and operations and to create new value for the organization’s stakeholders. Innovation
should lead the organization to new dimensions of performance. Innovation is no longer strictly
the purview of research and development departments; innovation is important for all aspects of
the business and all processes. Organizations should be led and managed so that innovation
becomes part of the learning culture. Innovation should be integrated into daily work and should
be supported by the performance improvement systems.

Innovation builds on the accumulated knowledge of the organization and its employees.
Therefore, the ability to rapidly disseminate and capitalize on this knowledge is critical.

Management by Fact

Organizations depend on the measurement and analysis of performance. Such measurements
should derive from business needs and strategy, and they should provide critical data and
information about key processes, outputs, and results. Many types of data and information are
needed for performance management. Performance measurement should include customer,
product, and service performance; comparisons of operational, market and competitive
performance; supplier, employee, cost and financial performance; and corporate governance and
compliance. Data should be segmented by, for example, markets, product lines, and employee
groups to facilitate analysis.

Analysis refers to extracting larger meaning from data and information to support evaluation,
decision-making and improvement. Analysis entails using data to determine trends, projections,
and cause and effect that might not otherwise be evident. Analysis supports a variety of purposes,
such as planning, reviewing the overall performance, improving operations, change management,
and comparing the performance with competitors” or with “best practices” benchmarks.

A major consideration in performance improvement and change management involves the
selection and use of performance measures or indicators.

The measures or indicators selected should represent the factors that lead to
improved customer, operational, financial and ethical performance. A
comprehensive set of measures or indicators tied to customer and organizational
performance requirements represents a clear basis for aligning all processes with
the organization’s goals.
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Measures or indicators themselves should be evaluated and changed to reflect changing
conditions.

Social Responsibility

An organization’s leaders should stress responsibilities to the public, ethical behavior, and the
need to practice good citizenship. Leaders should be role models focusing on business ethics and
protection of public health, safety and the environment. Protection of health, safety, and the
environment includes the organization’s operations, as well as the life cycles of its products and
services. Also, organizations should emphasize resource conservation and waste reduction at the
source. Planning should anticipate adverse impacts from production, distribution, transportation,
use, and disposal of the products. Effective planning should prevent problems, provide for a
forthright response if problems occur, and make available information and support needed to
maintain public awareness, safety and confidence.

For many organizations, the product design stage is critical from the point of view of public
responsibility. Design decisions impact the production processes and often the content of
municipal and industrial waste. Effective design strategies should anticipate growing
environmental concerns and responsibilities.

Organizations should not only meet all local, state, and federal laws and regulatory requirements,
but they should treat these and related requirements as opportunities for improvement “beyond
mere compliance.” Organizations should stress ethical behavior in all stakeholder transactions
and interactions. Highly ethical conduct should be a requirement of, and should be monitored by,
the organization’s governance body.

Practicing good citizenship refers to leadership and support — within the limits of an organization’s
resources — of publicly important purposes. Such purposes might include improving education and
health care in the community, pursuing environmental excellence, practicing resource
conservation, performing community service, improving industry and business practices, and
sharing nonproprietary information. Leadership as a corporate citizen also entails influencing
other organizations, private and public, the partner for these purposes.

Managing social responsibility requires the use of appropriate measures and leadership
responsibility for those measures.

Focus on Results and Creating Value

An organization’s performance measurements need to focus on key results. Results should be
used to create and balance value for the key stakeholders — customers, employees, stockholders,
suppliers and partners, the public, and the community. By creating value for the key stakeholders,
the organization builds loyalty and contributes to growing the economy. To meet the sometimes
conflicting and changing aims that balancing value implies, organizational strategy should
explicitly include key stakeholder requirements. This will help ensure that plans and actions meet
differing stakeholder needs and avoid adverse impacts on any stakeholders. The use of a balanced
composite performance measure offers an effective means to communicate short- and longer-term
priorities, monitor actual performance, and provide a clear basis for improving results.
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Systems Perspective

The Baldrige Criteria provide a systems perspective for managing the organization and its key
processes to achieve results — performance excellence. The seven Baldrige Categories and the
Core Values form the Building Blocks and the Integrating Mechanism for the System.

Management of overall performance requires organization-specific synthesis, alignment, and
integration. Synthesis means looking at the organization as a whole and builds upon key business
requirements, including the strategic objectives and action plans. Alignment means using the key
linkages among requirements given in the Baldrige Categories to ensure consistency of plans,
processes, measures, and actions. Integration builds on alignment so that the individual
components of the performance management system operate in a fully interconnected manner.

These concepts are depicted in the Baldrige framework. A systems perspective includes the senior
leaders’ focus on strategic directions and on the customers. It means that the senior leaders
monitor, respond to, and manage performance based on the business results. A systems
perspective also includes using the measures, indicators, and organizational knowledge to build
the key strategies. It means linking these strategies with the key processes and aligning the
resources to improve overall performance and satisfy customers.

Thus, a systems perspective means managing the whole organization, as well as its components,
to achieve success.

Setting the Proper “Tone” at the Top

The quality environment sets the tone of an organization, influencing the control consciousness of
its people to do the right thing at the right time. It is the foundation for all other components of
internal control, providing discipline and structure. Quality environmental factors include:

The integrity, ethical values and competence of the entity’s people.

Management’s philosophy and operating style.

The way management assigns authority and responsibility.

The way management organizes and develops its people.

A The attention and direction provided by the Board of Directors.
The quality environment is established by executive management. What is important in
understanding the quality environment is that the quality environment:

A Has been established by senior management and that senior management is
committed to the implementation of that environment throughout the organization;
and it

A Defines the standards for the performance of day-to-day activities.
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Code of Ethics and Conduct

Employees need to know what is expected from them in the performance of their day-to-day
activities. In most corporations, employees are trained in how to perform their job responsibilities;
and either has, or is trained in, needed job skills. However, until recently, they were rarely trained
in how to react in situations in which ethics and values are involved.

Many employees face situations where ethical conduct guidance is needed. For example, when
suppliers invite them to lunch or offer them gifts; when they acquire a second job; when they’re
dealing with other employees; and when they represent the corporation in outside activities, such
as sales and community activities.

The Code of Conduct of the corporation represents the manner in which the corporation expects
the employees to act. It attempts to define the type of situations that employees may be faced with,
and when they are faced with that situation, how they should respond to that situation. A Code of
Conduct is one of the most important documents involved in corporate governance.

It is not enough to have a Code of Conduct. That Code of Conduct must be taught and senior
officers must live by the Code of Conduct. The Code of Conduct applies to all officers and
employees of the organization. However, if a code is to be effective, the senior offices of the
corporation must set the example of how to perform.

Open Communications

If the “tone at the top” is to drive corporate governance, then that tone must be communicated to
all involved. Communication would not only be to employees, but to partners, agents, suppliers,
and other stakeholders involved with the corporation. Communication must not only be
downward from senior management, but must include communication upward from the lowest
levels to senior management.

Effective communication is planned, not spontaneous. Effective communication is repeatable.
Repeatable meaning that if individuals in a specific job are changed, the same types of
communication will occur with new individuals.

Corporate governance is a people problem, not a procedural problem. People must first be
motivated and convinced that senior management wants the corporate governance practices
implemented and enforced. Getting that message to employees and stakeholders is a
communication activity.

Communication is inherent in information processing. Communication also takes place in a
broader sense, dealing with expectations and responsibilities of individuals and groups. Effective
communication must occur down, across and up an organization and with parties external to the
organization.
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COSO defined these control objectives for communication:

A Effectiveness with which employees’ duties and control responsibilities are
communicated.
Establishment of channels of communication for people to report suspected improprieties.

Receptivity of management to employee suggestions of ways to enhance productivity,
quality or other similar improvements.

A Adequacy of communication across the organization (for example, between procurement
and production activities) and the completeness and timeliness of information and its
sufficiency to enable people to discharge their responsibilities effectively.

A Openness and effectiveness of channels with customers, suppliers and other external
parties for communicating information on changing customer needs.

A Extent to which outside parties have been made aware of the entity’s ethical standards.

Timely and appropriate follow-up action by management resulting from communications received
from customers, vendors, regulators or other external parties.

Guidelines for Effective Communications

The following are some guidelines that quality assurance personnel can use to improve their
communication effectiveness.

PROVIDING CONSTRUCTIVE CRITICISM
In giving constructive criticism, you should incorporate the following tactics:

A Do it Privately — Criticism should be given on a one-on-one basis. Only the
individual being criticized should be aware that criticism is occurring. It is best
done in a private location. Many times it is more effective if it is done in a neutral
location, for example, in a conference room or while taking someone to lunch,
rather than in the boss' office.

A Have the Facts — General statements of undesired performance are not very
helpful. For example, statements such as "That proposal is not clear, fix it" or
"Your program does not make best use of the language or technology"” leave
people feeling confused and helpless. Before criticizing someone’s performance,
have specific items that are causing the deficiency or undesirable performance.

A Be Prepared to Help the Worker Improve Their Performance — It is not good
enough to ask the worker to "fix it.” You must be prepared to help fix it. Be
prepared to train the subordinate in the area of deficiency. For example, in a
proposal, indicate that a return-on-investment calculation was not made; or if a
program failed to use the language properly, state specifically how it should and
should not be used. You should not leave an individual feeling that they have
performed poorly or unsure as to how to correct that performance.

107



GUIDE TO CSQA 2006 CBOK

A Be Specific on Expectations — Be sure your subordinate knows exactly what you
expect from him or her now and in the future. Your expectations should be as
clear as possible so there can be no confusion. Again, in a proposal, indicate that
you expect a return-on-investment calculation included in all proposals. Most
people will try to do what they are expected to do—if they know what those
expectations are.

A Follow a Specific Process in Giving Criticism — The specific process that is
recommended is:

A State the positive first. Before criticizing indicate what you like about their
performance. Again, be as specific as possible in the things you like.

A Indicate the deficiencies with products or services produced by the individual.
Never criticize the individual, only the work performed by the individual. For
example, never indicate that an individual is disorganized; indicate that a
report is disorganized. People can accept criticism of their products and
services; they have great difficulty when you attack their personal work ethic.

A Get agreement that there is a problem. The individual being criticized must
agree there is a problem before proper corrective action can be taken. Avoid
accepting agreement just because you are the boss; probe the need for
improvement with the subordinate until you actually feel there is agreement
that improvement can be achieved. For example, if you believe a report or
program is disorganized, get agreement from the individual on specifically
why it might be disorganized.

A Ask the subordinate for advice on how to improve their performance. Always
try to get the employee to propose what needs to be done. If the employee’s
suggestion is consistent with what you have decided is a realistic method of
improvement; you have finished the process.

A If the subordinate is unable to solve the problem, suggest the course of action
that you had determined before performing the actual criticism.

A Make a specific "contract” regarding what will happen after the session. Be
very specific in what you expect, when and where you expect it. If the
employee is uncertain how to do it, the "contract" should include your
participation, as a vehicle to ensure what will happen.

One last recommendation for criticism:

A Avoid making threats about what will happen if the performance does not
change. This will not cause any positive behavior change to occur and
normally produces negative behavior. Leave the individual with the
assumption that he or she has the capability for improvement, and that you
know he or she will improve.

ACHIEVING EFFECTIVE LISTENING

Throughout school, students are taught the importance of speaking, reading, writing, and
arithmetic, but rarely is much emphasis placed on listening. The shift in society from industrial
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production to information management emphasizes the need for good listening skills. This is
particularly true in the practice of software testing — oral communication is rated as the number-
one skill for the quality analyst.

Some facts about listening include:

Many Fortune 500 companies complain about their workers' listening skills.

Listening is the first language skill that we develop as children; however, it is
rarely taught as a skill. Thus, in learning to listen, we may pick up bad habits.

Listening is the most frequently used form of communication.
Listening is the major vehicle for learning in the classroom.

Salespeople often lose sales because they believe talking is more important than
listening (thus, in ads a computer company emphasizes that they listen).

It is also important to understand why people do not listen. People do not listen for one or more of
the following reasons:
A They are impatient and have other stimuli to respond to, such as random thoughts
going through their mind.
They are too busy rehearsing what they will say next, in response to someone.
They are self-conscious about their communication ability.
External stimuli, for example, an airplane flying overhead, diverts their attention.
They lack the motivation and responsibility required of a good listener.

A The speaker’s topic is not of interest to them.

The listener must be aware of these detriments to good listening so they can recognize them and
devote extra attention to listening.

THE 3-STEP LISTENING PROCESS

The listening process involves three separate steps: 1) hearing the speaker, 2) attending to the
speaker, and 3) understanding the speaker. The practice of listening requires these three listening
steps to occur concurrently. Mastering each of these steps will help improve your listening
abilities.

Step 1: Hearing the Speaker

Hearing the speaker requires an understanding of the five channels of communication
incorporated into speech. Much of listening occurs beyond merely hearing the words. Let's look at
the five channels through which a speaker delivers information to his/her audience:

Information Channel The speaker’s subject.
Verbal Channel The words used by the speaker.
Vocal Channel The tone of voice associated with the various words.
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Body Channel The body movements and gestures associated with the information
being conveyed.

Graphic Channel The pictures, charts, etc., that the speaker uses to emphasize or
illustrate the material being discussed.

Speakers normally use the information, verbal, vocal, and body channels in speaking. In some
instances, they also use the graphic channel. Listening requires that there is a meeting of the mind
on the information channel. Speakers sometimes skip around to different subjects, making it easy
to lose the subject being covered on the information channel. In Step 2, attending to the speaker,
we will discuss the importance of feedback to confirm the subject being covered on the
information channel.

The vocal and body channels impact the importance of the verbal channel. The verbal channel
includes the choice of words used to present information, but the vocal and body channels modify
or emphasize the importance of those words. For example, the words in the verbal channel may
be, "John says he can do it.” However, the tone of the vocal channel might indicate that John
cannot do it, or the use of a thumbs-down body channel signal will also indicate that John cannot
doit.

Hearing the speaker involves an awareness of all five channels, and listening to and watching the
speaker to be sure we are receiving what the speaker is saying through all five channels. To master
the hearing step, you must pay attention to all five channels. If you miss one or more of the
channels, you will not hear what the person is saying. For example, if you are only paying partial
attention to the speaker when the words, "John can do it" are stated, you may hear that John can do
it, while the speaker said that John could not do it.

Step 2: Attending to the Speaker

Attending to the speaker is sometimes referred to as being an active listener. Devote your full
attention to the speaker to confirm that what you heard is what the speaker intended you to hear.
You must first understand yourself and your situation. You must evaluate your motivation for
wanting to listen to this speaker. If the subject is important to you, but the speaker is boring, it will
require significantly more effort on your part to be a good listener.

The most important part of attending to the speaker is establishing an active listening ability.
Active listening involves a lot of response and dynamics. Some people view the listening process
as a passive skill where you sit back and let the other person talk. This is fine for hearing the
speaker, but not for confirming what the speaker has said. Feedback is very important to the
listening process, particularly in this step. Feedback can be a nonverbal response, such as nodding
your head, or a verbal response such as a question or a statement of confirmation.

It is very important to send the right type of feedback to the speaker. The wrong type of feedback
not only doesn’t confirm what the speaker said, but also can reduce or terminate the listening
process. It is very irritating to a speaker who is providing information to have the listener stray
from the subject. For example, the speaker might be describing a quality problem, and the listener
changes the subject and asks where the speaker is going to have lunch that day.
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Some suggestions to help in attending to the speaker are:
A Free your mind of all other thoughts and concentrate exclusively on the speaker's
communication.
Maintain eye contact with the speaker for approximately 80 percent of the time.
Provide continuous feedback to the speaker.

Periodically restate what you heard the speaker say, and ask the speaker to confirm
the intent of the information spoken.

A Move periodically to the understanding step to ensure that the information passed
has been adequately understood.

Step 3 - Understanding the Speaker

There are five types of listening. While people can listen several different ways concurrently,
normally listening is limited to one of the five types. The type chosen will have an impact on the
ability to understand what the speaker is saying. When one has deciphered the information
channel (i.e., what the subject is) and related the importance of that subject to the audience,
listening must be adjusted to ensure that we get the message we need.

The five types of listening and their impact on understanding are:

Type 1: Discriminative Listening

Directed at selecting specific pieces of information and not the entire communication.
For example, one may be listening to determine if an individual did a specific step in
the performance of a task. To get this, listen more to the nonverbal expressions rather
than the verbal channel.

Type 2: Comprehensive Listening

Designed to get a complete message with minimal distortion. This type of listening
requires a lot of feedback and summarization to fully understand what the speaker is
communicating. This type of listening is normally done in fact gathering.

Type 3: Therapeutic Listening

The listener is sympathetic to the speaker's point of view. During this type of listening,
the listener will show a lot of empathy for the speaker's situation. It is very helpful to
use this type of listening when you want to gain the speaker's confidence and
understand the reasons why a particular act was performed or event occurred, as
opposed to comprehensive listening where you want to find out what has happened.

Type 4: Critical Listening

The listener is performing an analysis of what the speaker said. This is most important
when it is felt that the speaker is not in complete control of the situation, or does not
know the complete facts of a situation. Thus, the audience uses this type of
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understanding to piece together what the speaker is saying with what has been learned
from other speakers or other investigation.

Type 5: Appreciative or Enjoyment Listening

One automatically switches to this type of listening when it is perceived as a funny
situation or an explanatory example will be given of a situation. This listening type
helps understand real-world situations.

One must establish which type of understanding is wanted and then listen from that perspective.

Implementing a Mission, Vision, Goals, Values, and Quality
Policy

The mission statement tells why a company or an organization exists. Organizations need to map
their course of direction, which is the corporate vision. Goals convey how the vision will be
achieved. Values are like an organization’s code of ethics — they help establish the corporate
culture and shape the foundation for making decisions. A quality policy is a statement of
principles, and a broad guide to action.

The statements of mission, vision, goals, values, and quality policy must be what all levels of
management truly believe and practice in their day-to-day activities. Developing the statements
cannot be delegated, nor is it a quick task. Management may begin by:

Using industry examples and models of these statements
Understanding the current culture and beliefs in the organization

Establishing an action plan to develop these statements that includes: roles and
responsibilities of involved parties, specific tasks and dates to accomplish the
tasks, and a method of reporting status of action plans.

Mission

A mission statement explains why a company, organization, or activity exists, and what it is
designed to accomplish. It clearly and concisely describes the work that is done, providing
direction and a sense of purpose. The mission should focus on products and services and be
customer-oriented. During implementation, the mission is constrained by the vision and values.

Examples of mission statements include:

A From Arco Transportation Company Information Services: "The mission of information
services is to provide the appropriate computing network, products, and services and
support of the strategies, goals, and objectives of the company."

A From the Ford Motor Company (listed in their Ford Q-101 Quality Systems Standard,
January 1986): “Ford Motor Company is a worldwide leader in automotive and
automotive-related products and services as well as in newer industries such as aerospace,
communications, and financial services. Our mission is to improve continually our
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products and services to meet our customers’ needs, allowing us to prosper as a business
and to provide a reasonable return for our stockholders, the owners of our business.”

Vision

Leaders provide a vision, which is a clear definition of the result to be achieved. Organizations
without a vision flounder. The vision establishes where the organization desires to move from its
current state. It gives everyone a direction to work towards. Senior management should establish
the vision, ensuring how it contributes to the business is clear. A vision is simple and concise, and
it should be understood and supported by all.

Examples of visions include:
A From the Quality Assurance Institute: “Our vision is to produce competent and successful

quality assurance analysts.”

A From the Eastman Kodak Company: "We see ourselves now and in the future as a
company with a strong customer franchise, known for reliability, trust, and integrity in all
relationships. Our business will be based on technologies that have evolved over our long
history, and which will give us unique advantages over our competition. These
technologies will span our core businesses, and will also go beyond boundaries we can see
today.”

A From the Ford Motor Company: "A worldwide leader in automotive and automotive-
related products and services as well as in newer industries such as aerospace,
communications, and financial services."

President Kennedy had a vision of putting a man on the moon before 1970.
QA analysts should have a vision of improving quality, productivity, and customer
satisfaction.

Goals

Goals explain how the vision will be achieved. For example, if an organization's vision is to
produce defect-free software, a goal might be to have no more than one defect per thousand lines
of code. Goals change as an organization moves closer to accomplishing the vision. Well-
developed programs are necessary to achieve the goals.

Goals and objectives are often used interchangeably; however, goals tend to be more global and
nonguantitative. Objectives come from goals, and tend to be more specific and quantitative.

Goals:

Are consistent with the vision

Are established by operational management (manager of systems and
programming, manager of computer operations, etc.)

Must have management commitment
Clearly identify the role each individual plays in accomplishing the goal
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A Should be linked to programs established to accomplish the goals
Strategic quality management goals must focus on both the producer and the customer. Short-term
goals should:

A Reduce defects

A Reduce cycle time (i.e., shorter schedule and less resources)

A Provide return on investment from short-term programs

Long-term goals should be customer oriented. They involve improving customer satisfaction and
greater matching of the products and services to the true customer needs. These goals could
include, but should not be limited to:

High customer satisfaction activities

Management establishing a need for quality, thus creating an environment
receptive to quality processes

Understanding what must be done in order to deploy a new process
Improving compliance to processes

Sustaining quality effort, as a result of managing quality

Involving all employees in quality processes

Recognizing the need for the quality analyst

Establishing a quality infrastructure with adequate resources to perform the
assigned mission

A Having adequate resources to perform quality activities such as continuous
process improvement

A A doable and measurable plan of action enabling the quality processes to
demonstrate accomplishments based on approved objectives

Financial goal statements from the Eastman Kodak Company are:

A “To rank among the top 25 U.S.-based multinational companies in net earnings”
A “To approach a return on equity of 20 percent”

A “To increase worldwide productivity at double the U.S. average for manufacturing
companies”

Values

Values or guiding principles tell how to conduct business. They help define an organization’s
culture and personality by clarifying what behavior is expected in order for the organization to
achieve its vision and mission. Values are established by senior management and respect the
integrity of the individual. Examples of values are: customer-focused, quality management,
innovative, employee empowerment, ethical, cooperative relationships, and risk-taking. Values
should be consistent with Dr. Deming's 14 quality principles (see Skill Category 1), and they
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should be integrated into the organization's work program. If really believed, values help focus the
organization on a shared behavioral model.

Examples of values include:

A

From the Eastman Kodak Company:
“Quality — to strive for continuous improvement through personal contributions and
teamwork.”

“Integrity — requiring honest relationships with colleagues, customers, shareholders, and
suppliers.”

“Trust — characterized by treating everyone with respect and dignity.”
“Ethical behavior — so Kodak can earn and deserve a reputation that is beyond question.”

“Teamwork — through open communication that gives everyone a sense of personal
involvement in the company's performance.”

“Job satisfaction — in an environment that encourages people to grow to their full potential.”

“Creativity — fostered by an atmosphere that challenges employees to seek new solutions and
to take intelligent risks.”

“Flexibility — recognizing the need to anticipate and respond to changing economic, social,
competitive, and market conditions.”

“Winning attitude — in knowing that through hard work, pride and confidence, Kodak people
make up a ‘world-class’ team.”

From the Ford Motor Company (listed in their Ford Q-101 Quality Systems Standard,
January 1986) include:

“People — Our people are the source of our strength. They provide our corporate intelligence
and determine our reputation and vitality. Involvement and teamwork are our core human
values.”

“Products — Our products are the end result of our efforts and they should be the best in
serving customers worldwide. As our products are viewed, so are we viewed.”

“Profits — Profits are the ultimate measure of how efficiently we provide customers with the
best products for their needs. Profits are required to survive and grow.”

From Arco Transportation Company Information Services relating to people:
"Information services maintain a productive and challenging work environment to foster
personal growth and career development.”
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Quality Policy

Executive management's commitment to quality should be expressed in writing to all employees
in the form of a quality policy. Management should work as a team to develop the policy, which
must be aimed at the employees and written so they can understand it. The policy should be
concise and cover all aspects of quality. Eventually, every existing regulation, procedure, and
policy letter should be reviewed to assure that it aligns with the new quality policy.

Examples of quality policies are:

A From Xerox: “Quality is the basic business principle of Xerox. Quality means providing
our internal and external customers with innovative products and services that fully satisfy
their requirements. Quality improvement is the job of every Xerox employee.”

A From Corning Glass Works: “It is the policy of Corning Glass Works to achieve total
quality performance in meeting the requirements of external and internal customers. Total
quality performance means understanding who the customer is, what the requirements are,
and meeting those requirements without error, on time, every time.”

A From Baxter: “We will reach agreement on requirements with our customers and
suppliers, inside and outside the company. We will conform to those requirements and
perform defect-free work at all times.”

A Key components from IBM Corporation’s quality policy are:
“Quality is the cornerstone of the IBM Corporation business.”

“The objective of this policy is to provide products and services, which are defect free.”
“Everyone must learn to do his or her job right the first time (i.e., no rework due to defects).”
“Each stage of a job must be defect free.”

“Quality is everybody's responsibility.”

Monitoring Compliance to Organizational Policies and
Procedures

Monitoring comprises those activities, which are undertaken to ensure the corporate governance is
performed in the manner desired by the Board of Directors and executive management.
Monitoring can be performed by the individual doing the job, by the organization responsible for
the job, and by independent organizations that monitor the organization’s activities.

In monitoring, there are both preventive and detective controls. Preventive controls prevent an
event from occurring; detective controls uncover an undesirable event once it has occurred.
Corrective controls are part of the enforcement process. However, as will be discussed in the next
section, both preventive and detective controls are ineffective unless corrective controls are in
place and working.
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Preventive monitoring focuses on the input or entrance criteria to a business process. For example,
if a business pre-approved customers before they could buy products, then there would be a
monitoring process in place to determine that only orders from authorized customers were
processed.

Detective monitoring occurs during or after the business process. For example, during processing,
the business process would determine that as customer orders are processed, that those orders are
from authorized customers. Note that if the preventive controls are effective, detective controls
can be reduced. However, sometimes, preventive controls cannot detect an unfavorable event. For
example, an authorized customer may place an order, which during processing will be determined
to exceed the customer’s credit limit. Thus, the preventive monitoring would not be effective, but
the detective monitoring would be effective.

Four Types of Monitoring

Monitoring is a very important component of corporate governance. It encompasses a wide range
of activities. For example, monitoring in manufacturing is normally referred to as quality control.
Independent monitoring is frequently called auditing. Monitoring by clerical and professional staff
is sometimes called desk checking. Organizations rarely refer to monitoring as the combination of
the totality of these activities. Rather, monitoring is a classification that can be used in corporate
governance to encompass all of the activities executed by or under the direction of the
organization to ensure that “the right job is performed correctly.”

For the purpose of this course, monitoring consists of these four activities:

A Monitoring the tone at the top
Assuring that the proper leadership is in place for effective corporate governance

A Monitoring by individuals
Assuring that individuals assigned to do work do the work in accordance with the
procedures developed for doing that work

A Ongoing monitoring
Assurance by the organization responsible for work that the work is performed as
specified

A Independent monitoring

The use of auditors, both internal and external, to provide an independent
assessment of the adequacy of the system of internal controls and compliance to
those controls.

Monitoring the Tone at the Top

The “tone at the top” implies that the appropriate message is sent to employees by senior
management, and that senior management is, in fact, “walking the talk.” Walking the talk means
that senior management is doing those things that they are asking the organization’s employees to
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do. For example, if there’s a Code of Conduct, senior management is the role model for
complying with that Code of Conduct. Employees frequently need a role model to determine how
they should follow the governance rules of the organization.

Monitoring the tone at the top is segregated from the other three monitoring activities because
experience has shown the other three will be ineffective without the appropriate tone at the top.
For example, if the CEO wants employees involved in community activities, yet does not
personally become involved in community activities, that sends the inappropriate message to the
employees.

The employees of the organization all monitor the tone at the top. They continually look to how
their management acts to determine the employee behavior that will be accepted by management.
For example, if the Code of Conduct indicates that employees are not to accept gifts from
suppliers, but management accepts gifts from suppliers, then all employees will assume that it is
appropriate to accept gifts from suppliers.

Auditors should, but may not, monitor the tone at the top. Under auditing standards, both external
and internal, there’s no obligation to monitor the tone at the top. However, based on today’s
business climate, and the provisions of the Sarbanes-Oxley Act, auditors should evaluate this
aspect of management behavior.

In monitoring the tone at the top, the following are reasonable control guidelines:

A Senior management effectively communicates the governance standards and
guidelines to all employees of the organization.

A Senior management “walks the talk” regarding the communicated “tone” of
corporate governance standards and guidelines from senior management.

Monitoring by Individuals

There are two components of every job. One component encompasses the procedures to do the
job, and the second component involves procedures to check if the job was done correctly. Both
aspects of every job should be specified. Each worker should be provided these two types of
procedures.

Ideally, the check procedure is incorporated into the work activities so that it becomes a part of
doing a job. For example, the bank teller returning cash to a customer might withdraw the cash
from the drawer and count to see that it was the correct amount during the draw. Then to check
that the amount is correct, the teller may deliver the cash to the customer and count it out loud at
the same time. The withdrawal of the cash from the cash drawer would be the procedure to
perform the withdrawal, while the counting in front of the customer would be the check
procedure.

The COSO internal control standards include the following on individual monitoring. COSO
defines individual monitoring as:

Extent to which personnel, in carrying out their regular activities, obtain evidence as to
whether the system of internal control continues to function.
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Ongoing Monitoring

Ongoing monitoring is the total activities of the organizational unit responsible for the work being
monitored. It includes both individual monitoring and monitoring within the organization
responsible for the work. Individual monitoring has been addressed separately because it is the
exclusive responsibility of the individual doing the job. Ongoing monitoring will then include all
monitoring activities except that performed by the individual.

In computerized organizations, monitoring may be performed automatically. In other words, the
computer system may do work and then include procedures to check the work being performed.
For example, there may be checks to ensure that a customer ordering a product who enters a
customer number is then checked through the computer file of customers to verify that the
customer name and the customer number match.

Monitoring within the organization may include such things as:
A Supervisor monitoring — a supervisor monitors the work performed by a
subordinate.

Peer monitoring — employees may monitor the work of other employees.

A group assigned monitoring — responsibilities will monitor the work of
employees. For example, someone solely responsible for monitoring may check
all of the work performed by all of the employees or monitoring may be done on a
random basis.

The COSO internal control standards provide monitoring control objectives. These control
objectives are:
A Extent to which communication from external parties corroborate internally
generated information, or indicate problems.

A Periodic comparison of amounts recorded by the accounting system with physical
assets.

Independent Monitoring

Independent monitoring are those monitoring activities, which are performed by individuals not
employed by the organizational unit responsible for the work. Independent monitoring can be
performed by:

A An organizational unit established for the purpose of monitoring
For example, in health care units, an “HIPAA compliance group” might be
established to monitor compliance to HIPAA requirements.

A Internal auditors

An audit activity within the organization who is independent from the organization
they monitor or audit, and generally independent from the management over the
activity being monitored.
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A External auditors

Auditors engaged by the Board of Directors to evaluate the adequacy of the
organization’s system of internal control and other activities governed by auditing
standards.

The extensiveness of independent monitoring is normally determined by the adequacy of the
organization’s system of internal controls. If those performing independent monitoring believe
that the system of internal control is effective, the extent of their monitoring will decrease. On the
other hand, if there’s significant weakness in the system of internal control, monitoring will be
increased.

The COSO internal control framework provides control objectives for independent monitoring.
These control objectives are:

A Extent to which training seminars, planning sessions and other meetings provide
feedback to management on whether controls operate effectively.

A Whether personnel are asked periodically to state whether they understand and
comply with the entity’s code of conduct and regularly perform critical control
activities.

Effectiveness of internal audit activities.
Scope and frequency of separate evaluations of the internal control system.
Appropriateness of the evaluation process.

Enforcement of Organizational Policies and Procedures

Enforcement, as discussed in this lesson, means the decision whether or not to enforce. This is
done to separate the enforcement decision from the enforcement action. In some instances, the
decision and action will be performed by the same individual; in other instances, it may be
performed by other individuals or other organizational units.

Enforcement may be an objective enforcement decision or a subjective enforcement decision. An
objective enforcement decision means that if there is a violation, the decision has been pre-
determined. For example, if an employee is performing work for a competitor, the decision may
always be to terminate that employee. If an employee has stolen money or property from the
organization, the decision may always be to legally prosecute that individual and take action to be
compensated for the loss.

A subjective enforcement decision is when someone will analyze the situation and then make a
decision on enforcement. The decision may be among different types of enforcement, or whatever
the individual believes is an effective enforcement for the organization. For example, enforcement
may vary based on the magnitude of the variance from the standard, as well as whether it is a first
time variance or multiple variances by the same employee. The enforcement decision should be
based on the following:
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Avre all the facts known?

Has the defendant been given the opportunity to explain his/her position?
Is the enforcement legal?

Is the enforcement in the best interest of the organization?

Is enforcement consistent with the “tone at the top” message from executive
management?

A Is the enforcement consistent with previous variances of the same type and
magnitude?

Types of Enforcements

There are three types of enforcement actions. These are: automated enforcement, self-
enforcement, and supervisory enforcement. Each of those is discussed below.

Automated Enforcement

This is normally viewed as the most fair of all methods of enforcement. Automated enforcement is
normally performed by a computer. The rules are included in the computer system, and when
those rules are violated, enforcement is automatic.

Automated enforcement is a predetermined enforcement decision. The computer merely executes
the action. For example, if you need a password to enter into a system and you do not enter a
correct password, access is denied. If you are charging items on your credit card and you have
exceeded your credit limit, the computer action is to disallow the purchase.

Self-Enforcement

The next best type of enforcement is self-enforcement. In the game of golf, professional golfers
are required to self-enforce the rules of golf. In other words, if a golfer knows that he/she has
violated a rule of golf, that golfer must self assess a penalty on himself/herself.

Organizations that can create an environment of self-enforcement become role models in
corporate governance. Also, individuals who self-enforce, know the rules, believe the rules and
are willing to accept the punishment associated with variance from the rules even if that variance
is unintentional.

There are five steps in self-enforcement as follows:

1. Hear the compliance standards and quidelines.

An individual cannot self-enforce the rules if that individual has not heard the rules.

2. Understand the governance standards and guidelines.

It is not enough just to hear the rules. For example, reading published rules may not
provide management’s intent. Understanding is usually associated with training. The
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individual must be given enough instruction so that they understand both the letter of
the rules and the intent of the rules.

3. Believe the governance standards and guidelines are good standards and guidelines.

If an individual does not believe that the rules are appropriate, the individual will not
self-enforce. For example, if you were driving on an open road in the country with a
25 mph speed limit with no other vehicle or building in sight, you might not believe
that 25 mph is a fair speed limit. Given this, the individual might be tempted to exceed
the stated speed limit, thus violating the speed standards.

4. Remember the governance standards and guidelines.

If in a situation in which the governance standards and guidelines apply, the individual
does not remember the standards and guidelines, that individual cannot self-enforce.
Remembering may be done by providing checklists, pocket cards and so forth, which
indicate what the rules are.

5. Do, in fact, execute self-enforcement procedures.

If the individual has heard the rules, understands the rules, believes the rules and
remembers the rules, that individual will most likely enforce the rules.

Supervisory Enforcement

Supervisory enforcement is when someone other than the individual enforces compliance to a
policy, procedure or standard. The individual can be a peer, a quality control person, the
individual’s supervisor, or member of management or their representative.

When a peer enforces a rule, it is normally part of a review process. For example, if a programmer
is inspecting another programmers’ work, and a coding standard has been violated, the inspector
will not provide a clean inspection opinion until the rule has been corrected.

Quality control people are individuals assigned responsibility to enforce policies, procedures, or
standards. For example, a security guard may not grant you access to a building unless you have
the appropriate pass. The bitter librarian will not enter an item into the library until it meets the
library standards. Software testers will not indicate a system is ready for operation if it has known
defects. When management becomes aware of, or is informed of, a violation of policies,
procedures, or standards, then they personally enforce compliance.

The enforcement decision is normally worthless unless enforcement action is taken on a regular
basis. For example, warning messages by a compiler are an enforcement decision, but if no action
is required, the enforcement decision can be ignored.

Enforcement is an important component of the quality environment. It is the means by which
management communicates the way in which work must be done. If management fails to enforce
the “rules,” employees quickly recognize that the rules are unimportant.

Management communicates, in many ways, it is not necessary to follow the rules. For example, if
management rewards project personnel on completing projects within schedule and budget
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constraints, even though they failed to meet IT work standards, management communicates
meeting the standards is unimportant.
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